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SUBCOURSE OVERVIEW

This subcourse presents the basic procedures involved in directing a unit's Information and Personnel Security programs, intelligence and security training, and language skills sustainment training.  How to conduct oversight inspections to ensure unit compliance with security standing operating procedures and mandatory procedures contained in Army Regulation (AR) 380-5 and AR 380-67; how to ensure that security, intelligence, and language training is conducted and integrated into unit long and short-range training.  Describes the information and procedures required to conduct intelligence liaison.  Provides the prerequisite knowledge necessary for supervising the Counterintelligence Analysis Section (CIAS) in support of the commander's force protection plans and programs.

These lessons reflect doctrine which was current at the time it was prepared.  In your own situation, always refer to the latest official publications.

Unless this publication states otherwise, masculine nouns and pronouns do not refer exclusively to men.

TERMINAL LEARNING OBJECTIVE

ACTION:
You will direct the unit's Information and Personnel Security programs, intelligence and security training, and language skills sustainment training.  Describe the planning, directing, and supervisory activities required to conduct intelligence liaison.  Supervise the multidiscipline counterintelligence analysis process of the Counterintelligence Analysis Section to include recommending and evaluating force protection countermeasures.

CONDITION:
You will be given narrative information, illustrations, and sample formats from applicable ARs, field manuals (FM), and local standard operating procedures (SOP).  You will have access to extracts from AR 380-5 and AR 380-67.

STANDARD:
To demonstrate competency of this task, you must achieve a minimum of 70% on the examination.
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LESSON 1

DIRECT INTELLIGENCE TRAINING

Critical Tasks: 301-372-2009

301-372-3009

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn to direct intelligence training.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Intelligence training is conducted for the unit's S2 section, primary staff, and subordinate elements.  Intelligence training is incorporated into unit's long and short-range training calendars.

CONDITIONS:
You will be given narrative information and illustrations of sample formats from FM 25-101, FM 34-80, and local standard operation procedures (SOP)(s).

STANDARDS:
You will be able to direct intelligence training in accordance with (IAW) FM 25-100, FM 25-101, FM 34-80, and local training SOP(s).

REFERENCES:
The material contained in this lesson was derived from the following publications:

FM 25-100

FM 25-101

FM 34-1

FM 34-10

FM 34-80

FM 101-5

INTRODUCTION

The problem of realistic intelligence training is not new.  Recent development in special weapons and tactics emphasize the necessity and importance of timely intelligence.  Today, with speed of movement on the ground, seas, and in the air, the commander has all but lost his "time cushion." It remains for intelligence to provide him with advanced warning.  The quantity and quality of intelligence produced by any tactical unit is directly dependent on its state of intelligence training.  It is impossible to produce intelligence from an information vacuum.  For that reason an intelligence training program must encompass every person, no matter what the duties.  Without such training, unit personnel will generally be ineffective in aiding the intelligence collection effort and may actually become intelligence liabilities.
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Because all personnel have some intelligence responsibilities, instruction in intelligence and Counterintelligence (CI) is given to all personnel.  Additional instruction, appropriate to their duties or assignment is given to those personnel whose primary duties are concerned with intelligence.  The success of the intelligence officer may be directly related to the success of the unit or command training program,

PART A - RESPONSIBILITIES

The Commander.  Commanders are ultimately responsible for the intelligence training of their units.  Routine supervision and the existence of SOPs are not enough to conduct this training.  Each commander must give personal supervision to ensure the unit's intelligence training is aggressive, thorough, and detailed.

S1 Adjutant.  Screens records for instructor personnel to support the unit's intelligence training.

S2 Intelligence.  The commander's personal supervision is supplemented with close planning and supervision by the intelligence officer.  The intelligence officer has staff responsibility for--

· Planning and supervising S2 section's intelligence training for assigned and attached personnel.

· Coordinating with the operations officer and exercising staff supervision for intelligence training throughout the command.

· Preparing and implementing the intelligence training program.

· Making staff visits to and conducting staff inspections of intelligence training aclt.;itte3.

· Preparing realistic threat portions of scenarios to include sequencing threat operations to support exercise objectives.

· Exercising staff supervision of Ml support to the command's intelligence training program.

· Recommending methods for integrating intelligence training into the command's training program and exercises.

· Conducting tests and evaluations.

· Assisting subordinate units in obtaining training aids, facilities, and qualified instructor/trainers.

· Planning security measures for headquarters tactical operations center.

· Conducting training.
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S3 Operations.  The S3 Operations Officer has staff responsibility for--

· Approving intelligence training program of instruction.

· Allocating time, facilities, and instructor personnel in unit training programs.

· Integrating intelligence training with other training.

· Coordinating on training aids requirements.

· Maintaining status on intelligence training in units.

S4 Supply.  Arranges fabrication of special intelligence training aids.  Arranges for logistic support.

S2 and S3_Relationship.  Close coordination between the S2 and S3 is as essential during training as during combat.  The S3 is charged with the staff responsibility for overall training, but the S2 prepares the intelligence portion of the unit's training program and supervises its execution.

The S2 coordinates with the S2 and S3 to accomplish the intelligence training mission is essential.  Responsibility does not end because a formal training directive is published.  When integrated with other types of training, intelligence training reinforces the value of the other training.

For example, enemy simulation during field exercises increases the realism of operations and provides practical training for combat intelligence and other combat support elements.  Similarly, the preparation of an analysis of the battlefield area provides practice for intelligence personnel while assisting the S3 in preparing terrain exercises.

PART B - TRAINING MANAGEMENT CYCLE

The S2 needs to be personally involved in the planning, executing, and assessing of intelligence training.  The S2 needs to identify intelligence training requirements that supports the unit's battle focused training.  The S2 and his senior intelligence noncommissioned officer (NCO) must ensure the identification and integration of intelligence related tasks and subjects.  Intelligence training must be based on current doctrine, be performance oriented, challenging, and designed to maintain and sustain proficiency.

The objective is the development of an intelligence consciousness within the command.  The training management approach to implement and maintain this consciousness is depicted in Figure 1-1, and addressed in this lesson.  The development of mission essential tasks, the identification of intelligence related collective and individual tasks and intelligence subjects are the first steps.  Planning, executing, and assessing are the other key components of the training cycle for battle focused training objectives.  FM 25-101, contains a detailed discussion on the training management cycle for battle focused training.
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PART C - MISSION ESSENTIAL TASK LIST (METL)

The S2 provides support to the development of the command's METLs.  He also develops staff mission essential task' that support the command's ,METLs.  He reviews a wide variety of plans, directives and doctrinal manuals to develop section METLs.  Possible sources include: operations plans, contingency plans, CAPSTONE mission guidance letters, mobilization plans, and intelligence regulations and manuals (AR 380-5, FM 34-1, FM 34-3, etc).  He ensures that the S2 section's METLs support and complement higher level G2/S2 battle staff METLs.  During this process intelligence related collective and individual tasks and intelligence training subjects are identified.  Sources include: Mission Training Plan (MTP), Soldier Training Publications (STPs), and intelligence regulations and manuals.  The following illustrates some examples of METLs and related intelligence tasks:'

S2 Staff METLs.

· Develop intelligence estimate.

· Direct and coordinate intelligence collection.

[image: image2.png]WARTIME
MISSION

PREPARE
TRAINING ASSESSMENT

CONDUCT \\

UNIT
PREPARE
ASS:SSM!:NT LONG-RANGE

PLAN
FEEDBACK l
EVALUATE

TRAINING PREPARE
SHORT-RANGE
PLAN

EXECUTE
PREPARE
TRAINING @ NEAR-RANGE





Figure 1-1.  Training Management Cycle.
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· Conduct intelligence preparation of the battlefield (IPB).

Collective Tasks.

· Perform Reconnaissance.

· Maintain Operations Security (OPSEC).

· Process Enemy Prisoners of War (EPW) /Captured Enemy Material (CEM).

· Conduct Infiltration or Exfiltration Operations.

Soldier Common Tasks.

· Identify friendly and threat vehicles and aircraft.

· Send and receive a radio message.

· Report enemy information.

· Identity terrain features on a map.

Intelligence Officer Tasks:

· Select Intelligence Collection Agencies/Resources.

· Prepare Intelligence Collection Plan.

· Draft Intelligence Estimate.

· Develop Situational Templates.

PART D - INTELLIGENCE TRAINING SUBJECTS

Duty of Each Soldier.  Each soldier is a potential information collector.  The soldier is the foundation of combat information and intelligence collection efforts.  The duties of the soldier, as an integral part of the intelligence and electronic warfare (IEW) system, are "to observe" and "to report." The soldier reports what is seen, where it is seen, and -when it is seen to the leadership.

While every soldier is an excellent potential information gathering agent for the intelligence officer, the soldier is also a potential major source of information for the enemy.  Therefore, his training must also include knowledge of the following measures: OPSEC measures, code of conduct, camouflage techniques, communications security (COMSEC), enemy interrogation methods, and survival, evasion, resistance and escape (SERE).
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Intelligence Training Subjects.  All unit officers and enlisted personnel should receive training in the following intelligence training subjects:

· The intelligence cycle and role of the troops involved.

· Signals intelligence (SIGINT) /electronic warfare (EW).

· Defense against enemy propaganda.

· Collecting and reporting information.

· Observation.

· Handling enemy prisoners of war (EPW), enemy deserters, civilians, evaders, escapees, and captured documents.

· Safeguarding captured supplies and equipment.

· Use of sign/countersign.

· Shelling reports.

· Enemy identifications (uniforms and insignia, vehicles, aircraft, and so on).

· Using enemy weapons and equipment.

· CI and OPSEC (Force Protection).

· Characteristics of the enemy armed forces.

· Message writing.  This includes training in the objective reporting of facts, rather than the individual's interpretation of the facts.  Size, activity, location, uniform, time and equipment (SALUTE) Message Format.

· Map and photo reading and using a compass.

· Using communication systems.

· The US Army organization.

· Camouflage, concealment and cover.

· Characteristics of the combat area.
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PART E - PLANNING

Planning is the first phase of the training management cycle.  It links the unit METL and the execution of battle focused training.  It is a centralized process that aligns training priorities with wartime requirement at all levels within the unit.  It consists of training assessment and planning for long- and short-range training.

Training Assessment.  The assessment begins the training planning process.  This assessment identifies training strengths and weaknesses, allowing the S2 to plan intelligence training which sustains unit strengths and improves weaknesses.  A training assessment is--

· Required for each S2 Staff METL, platoon and squad collective tasks, and individual soldier tasks.

· A snapshot of the unit's current soldier, leader, and collective task proficiency.

· A comparison of task proficiency with Army standards.

· Used to determine long and short-range training guidance.

The assessment is based on the S2s firsthand observations and input from officers and NCOs, and a variety of other sources.  Figure 1-2 identified some of the sources that can be used for training assessment.  The primary objectives of the training assessment are to--

· Identify training strengths and weaknesses.

· Determine training requirements.

· Develop training strategy.

Long and Short-Range Planning.  The S2 identifies intelligence training requirements.  In concert with the S3, he ensures that these requirements are included in the unit's long-range and short-range training planning calendars.  The S2 needs to evaluate proposed training exercises and select those suitable for the integration of intelligence training.  The exercise selection matrix (Figure 1-3) provides some examples for the integration of intelligence training subjects.  Based on unit mission and requirements, the following exercises should be evaluated:
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Figure 1-2.  Sources for training assessment.
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Figure 1-3.  Exercise Selection Matrix.
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· Map Exercise (MAPEX).

· Tactical Exercise (FTX).

· Field Training Exercise (FTX).

· Combined Training Exercise (CTX).

· Logistical Coordination Exercise (LCX).

· Situational Training Exercise (STX).

· Command Field Exercise (CFX).

Upon command approval of the training strategy and planning calendars, the S2 coordinates with the S3 and other staff sections.  Of primary concern is the identification and availability of instructors/trainers, material, and resources.  The S2 also needs to establish coordination with higher headquarters and local MI assets for intelligence training support.

PART F - EXECUTION

The execution of training to standard is the payoff for all other phases of the training management cycle.  Leaders must ensure that training is properly planned and vigorously executed to the established standard.  Effective execution depends on proper preparation and attention to detail.  It is based on accomplishment of the training objectives established for the training period.  The S2 needs to be personally involved in the conduct of intelligence training.  He has responsibility to-

· Be tactically and technically proficient.

· Be an active participant in training.

· Ensure training is conducted to standard.

· Ensure opportunity training is conducted whenever time is available.

· Assess individual soldier and unit performance in intelligence or intelligence related training.

There are several ways to conduct intelligence training.  It can be formal training presented via lectures, conferences, or hands on demonstrations.  It can also be integrated into collective and individual garrison and exercise training.  Regardless of the forum used it is important that intelligence training be conducted.  As stated earlier, the prime objective of intelligence training is the development of an intelligence consciousness in each soldier.  The efficient performance of a command's intelligence functions depends largely upon the measure of intelligence consciousness created and maintained by its individual members.  Training must make each soldier aware of his part in the gathering of combat information and intelligence and what it can mean to him.
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Intelligence training is endless and will pay prompt and usable dividends in combat.  Likewise, the results of careless or insufficient intelligence training will appear in combat.  The ultimate goal is to make observing and reporting of information a habit with each solider whatever his specialty may be.

Developing An Intelligence Consciousness.  In developing intelligence consciousness, the intelligence officer must, through imagination and practical knowledge, constantly bring intelligence to the attention of all personnel.  Except for specialized subjects, intelligence training is not a separate activity distinct from other training.  It is integrated into all types of training from individual training through unit, to include field exercises and maneuvers.

A soldier following a navigation course (compass) need not find merely a stake or numbered tree as he goes from point to point.  He may find symbols representing enemy military units or installations.  Better still, he may find items of intelligence value such as enemy documents, weapons, and simulated dead enemy soldiers which he must observe and report.  A squad practicing patrolling may encounter enemy activities such as sounds of digging, talking, vehicle noises, weapons firing, and other activities which must be reported.  Not only does this make prompt and accurate reporting of information habitual, it also adds interest to the training.

Intelligence Related Training.  Many subjects taught in training have inherent intelligence or CI benefits.  For example, when a soldier is taught how and when to use camouflage, concealment and cover, it must be emphasized these are primarily OPSEC measures.  It goes without saying a unit that has never set up a dug-in, camouflaged observation post (OP), or observed camouflage discipline in practice will not do it correctly in battle.  As the solider uses camouflage, concealment and cover, he not only hides himself, his position, and his weapons from the enemy, but he adds to the unit OPSEC effort by denying information to the enemy.  Therefore, teaching the soldier why we use camouflage, concealment and cover is a part of intelligence training.  Appendix A, contains additional examples of integrating intelligence training with other subjects.

Exercise Related Intelligence Training.  Intelligence play in field training exercises (FTXs) should be designed to furnish intelligence collection procedures.  The use of own forces as a maneuver enemy provides realism and helps make the commander, the staff, and the troops conscious of the enemy.  Battlefield realism and sources of combat information are injected by permitting capture of specially prepared enemy force prisoners, agents, and deserters, as well as foreign language documents.  Prisoners must be interrogated and documents translated, all of which enhance the intelligence play.  The soldier in training against an enemy maneuver force, observes the appearance of enemy uniforms, insignia, weapons, and tactics, and then reports that combat information to his unit.  This combat information is used immediately and, at the same time, is sent to MI elements to be analyzed and translated into intelligence.  This trains and prepares the troops, the staff, and the commander for success in actual battle, which is the reason for training.

IT 0431
1-10

Intelligence Training Activities During FTXs.  The following types of combat information and intelligence activities should be executed during unit involvement in FTXs:

· Reporting information.

· Aerial reconnaissance and surveillance.

· Ground reconnaissance and ground surveillance radar (GSR).

· Interrogating EPW and other detainees.

· Debriefing refugees.

· Acquisition and exploitation of enemy documents and materials.

· Safeguarding military information.

· Using camouflage and its discipline.

· Restrictions on the use of communication.

· Identifying aircraft.

· Nuclear, biological and Chemical (NBC) monitoring and reporting.

· Detecting and reporting chemical and biological attacks.

· Requesting and distributing maps.

· Preparing and distributing photographs as supplements to maps.

PART G - ASSESSMENT

Training assessment is an integral part of the training management cycle.  Training assessment begins the training planning process and is used to evaluate the actual conduct of training.  Information obtained as a result of a thoroughly planned evaluation provides the basis for the S2s assessment of his intelligence training program.  The training assessment provides the basis for adjustments in resources, personnel, training methods, and other areas to refine the intelligence training program focus.

Evaluation of Training.

Evaluation is integral to conducting intelligence training.  Evaluation measures the demonstrated ability of individuals and units against specified training standards.  The S2 uses evaluation information as feedback to determine the effectiveness of intelligence training.  This feedback is


1-11
IT 0431

also used to determine the overall effectiveness of the planning, execution, and assessment portions of the unit's training management cycle.  This feedback also allows the S2 to make and recommend changes which lead to better intelligence training results.

Evaluation of Training.

Evaluation is integral to conducting intelligence training.  Evaluation measures the demonstrated ability of individuals and units against specified training standards.  The S2 uses evaluation information as feedback to determine the effectiveness of intelligence training.  This feedback is also used to determine the overall effectiveness of the planning, execution, and assessment portions of the unit's training management cycle.  This feedback also allows the S2 to make and recommend changes which lead to better intelligence training results.
Some sources of training feedback available to the S2 are-

· Personal observations.

· Leader development discussions.

· Staff visits.

· Evaluation data.

· After-action reviews.

Figure 1-2 identifies some additional sources of training feedback that can also be used for training evaluation/assessment.

After-Action Review (AAR).

A viable source of training feedback is the formal or informal AAR.  The S2 should actively participate in the after-action review process.  This will facilitate the evaluation of integrated intelligence training subjects with collective and unit training exercises.  The AAR is a structured review process that allows training participants to discover for themselves what happened, why it happened, and how it can be done better.  AARs-

· Focus on the training objectives.  (Was the mission accomplished?)

· Emphasize meeting Army standards.  (AARs do not determine winners or losers.)

· Encourage soldiers to discover important lessons from the training event.  (They are not a critique.)

· Allow a large number of soldiers and leaders (including Opposing Forces (OPFOR)) to participate so that lessons learned can be shared.
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The AAR consists of four parts:

· Review what was supposed to happen (training plan).

· Establish what happened (to include OPFOR point of view).

· Determine what was right or wrong with what happened.

· Determine how the task should be done differently next time.

The AAR provides a clear understanding of what was good, bad, and average about soldiers performances.  It allows the soldiers to accurately grade their own performances.  Self-rendered grading can be more meaningful than a judgment issued by the trainer or AAR leader.  However, the soldiers need to know where they stand and what additional training is required.  Consequently, in some cases, the leader or trainer may need to clearly tell the soldiers his findings.  The training should be rated as either trained, needs practice, or untrained.  The AAR provides the S2 with identified training weaknesses and lessons learned.  These should be included in subsequent planned intelligence training.

Example Training Assessments.

Scenario A: - 1st Forward Support Battalion (FSB) FTX

The FSB commander used the AAR to assist in the evaluation of the HHD, 1st FSB support to battalion task - Direct Response Against Brigade Support Area (BSA) Threat.  The following are comments made by unit members.

PVT Romero, legal clerk, HHD 1ST FSB, stated that he had learned the importance of using SALUTE format to send a spot report.  He had also learned the importance of properly camouflaging himself, his equipment, and position.  He and another soldier were assigned Listening Post/Observation Post (LP/OP) duty prior to one of the attacks.  The enemy detected PVT Romero and was able to get very close to the perimeter of the BSA.  When he did see the enemy, he was unable to send a clear and concise warning to the BSA.

PVT Johnson, medic, stated that his land navigation training had helped him in accomplishing his mission.  He had received "real world" mission to evaluate a soldier with a broken leg and had only grid coordinates of the location.  His training allowed him to quickly navigate to the location, render aid, and evacuate the patient back to the BSA.

Scenario B: - 2ND FSB FTX

From studying the after action reviews from the last FTX, a forward support battalion supply and service company commander decided that her unit was weak on intelligence and security.  The soldiers' inability to detect and identify OPFOR contributed to this weakness.  Even when detected, OPFOR was neither engaged nor the unit alerted because soldiers mistook them for friendly.  If the shooting had been real, the company would probably have been destroyed.
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In both scenarios the S2 became actively involved along with the commanders in establishing training strategies to alleviate these training shortfalls.  In the first scenario, the S2 assisted in the development of refresher training on SALUTE reporting and camouflage techniques.  In the second scenario, the S2 provided assistance in obtaining training resources and recommending future training strategies.  Example - Positioning OPFOR soldiers and equipment mock-ups along the route to the BSA and requiring the soldiers to correctly report and identify this activity.

Effective Intelligence Training.

Effective intelligence training can also be illustrated by an account of a crack infantry regiment in World War II.  The S2 believed in intelligence and intelligence training.  The 52 believed in intelligence and intelligence training.  He felt good intelligence was based on proper reporting of information.  Reporting of information was made a part of all phases of training.  Recruits running confidence courses were suddenly confronted with dummies in enemy uniforms.  Squads conducting maneuvers would encounter "enemy fire." They became enemy conscious.  Reporting information became second nature to the men.  When the unit went overseas, new replacements received the training before going up to the line, the regiment racked up an impressive record of "firsts." It was first to report a new type of artillery shell; first to send back new enemy equipment; and first to report new enemy units in the line.  More important than "firsts" was the fact that attacks were wisely planned because the regiment knew where the enemy was and what it was doing.  Lives were saved because the men were trained to know the importance of reporting combat information.
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LESSON 1

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows.  If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
Who has the ultimate responsibility for intelligence training?


A.
Unit Executive Officer.


B.
S2 Intelligence Officer.


C.
Unit Commanding Officer.


D.
S3 Training Officer.

2.
What is the primary objective of intelligence training?


A.
To produce intelligence from an information vacuum.


B.
To develop an intelligence consciousness.


C.
To furnish intelligence collection procedures.


D.
To provide intelligence to a potential adversary.

3.
What phase of the training management cycle begins the training planning process as a result of evaluations of training conducted?


A.
METL Development.


B.
Planning.


C.
Execution.


D.
Assessment.
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LESSON 1

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
C.  Unit Commanding Officer.  Page 1-2.

2.
B.  To develop an intelligence consciousness.  Page 1-3.

3.
D.  Assessment.  Page 1-11.
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LESSON 2

SUSTAIN LANGUAGE SKILLS

Critical Task: None

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn the requirements for command language programs in order to develop strategies for sustaining language skills in your units.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Using the Defense Language Proficiency Test (DLPT) as an identifier for soldiers not meeting language standards for their duty position, you will determine a training strategy, integrate training into long- and short-range training schedules, identify and coordinate language resources, implement planned training, and retest for language proficiency to evaluate training.

CONDITIONS:
You will be given narrative information and illustrations form applicable field manuals and regulations.

STANDARDS:
You will be able to assess the language competency of assigned linguists; integrate a program to sustain language skills into a unit long- and short-range training schedule IAW FM 25-100 and FM 25-101.

REFERENCES:
The material contained in this lesson was derived from the following publications:

FM 34-52

FM 25-100

FM 25-101

AR 350-20

AR 611-6

DLIFLC PAM 350-9 and 351-1

FORSCOM REG 350-22
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INTRODUCTION

Imagine being part of a Military Intelligence (MI) unit just notified of a requirement to deploy to a foreign country to participate in operations either real-world or exercise.  This happens often and we are called upon to perform immediately with a high degree of professionalism and competency.  Are we totally ready for such a deployment? Are our soldiers trained and ready to do all that is required of them? Are those soldiers in positions coded for a language ready to perform to the level required of them? This lesson provides information on how to develop and sustain a command language program designed to ensure our readiness.
Few Ml organizations exist without language coded positions.  As leaders of these Mi units, you may be called upon to manage or supervise a command language program.  As future commanders, you will be responsible for the training readiness of your unit to include language proficiency.

PART A - COMMAND LANGUAGE PROGRAM (CLP)

A Command Language Program is any foreign language training program, or course of instruction operated by Service installations and active duty or reserve component commanders.  Units which have personnel assigned to language - coded positions are directed by the Joint Service Regulation, "Management of the Defense Language Program," to conduct language training.  This training may include remediation, refresher, maintenance, sustainment, and job enhancement training.  It can include assistance from outside resources.  Courses may be full-time, part-time, group of self-study, mandatory or voluntary, in-house or contracted.

The most important element of a CLP is the commander.  The CLP plays a vital role in maintaining unit readiness.  When the CLP does not have visibility or attention of the commander, and language skill maintenance is relegated to a matter of "personal initiative," language skills are lost and unit readiness suffers.  Years of training time and dollars are wasted.
Commanders of Active Army units assigned soldiers in positions requiring a language will:

· Appoint an officer or NCO on orders as the unit program manager.

· Test soldiers in accordance with AR 611-6.

· Provide foreign language training or access during prime training hours to language programs, training activities, instructors, and instructional materials in the language of assignment, sufficient to attain or maintain proficiency standards.

· Monitor the proficiency of soldiers involved in language training.

· Provide task-oriented language training needed to perform specific functions required by the mission, the Soldier's Manual, and the Mission Training Plan (MTP).
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Commanders of reserve component (RC) units assigned soldiers in positions requiring a language will:

· Appoint an officer or NCO on orders as the unit program manager.

· Ensure that soldiers recruited into RC units in positions requiring a language are language qualified, in accordance with US Forces Command (FORSCOM) policies, or are qualified for training in the required language.

Test applicants with the Defense Language Aptitude Battery (DLAB) prior to recruitment.

Remove and/or reclassify from MTOE (Modified Table of Organization and Equipment) positions to another MOS (Military Occupational Specialty) when enrollment in a training program to acquire the language does not occur within one calendar year of accession and when language qualification is not attained within two calendar years of enrollment.

· Test annually with the DLPT in accordance with AR 611-6.

· Provide task-oriented language training needed to perform specific functions required by the mission, the Soldier's Manual, and the MTP.

PART B - STANDARDS AND TESTING

STANDARDS:

Foreign language proficiency is indispensable to the military linguist job.  It provides an indication of ability to succeed in training for and in performing the mission and is directly linked to readiness.  Language skills are highly perishable when not routinely practiced.  Proficiency must be tested regularly.  Proficiency standards must be met annually using the DLPT.  Proficiency standards are:

CMF 98: Listen 2.0, Read 2.0

CMF 96: Listen 2.0, Read 2.0, Speak 2.0

Other MTOE positions documented with a Language Identification Code (LIC) or identified by the commander as language -requiring: Proficiency standards will be determined by the commander and approved by the FORSCOM program manager, in accordance with AR 611-6.

TESTING: Two tests are used to measure proficiency and to determine training requirements:

· Defense Language Proficiency Test (DLPT): This validates language proficiency qualification in accordance with AR 611-6.

· Functional Competency Test (FCT): A criterion-referenced, diagnostic test used to identify individual language competence and training needs.  Computer-generated linguist deficiency profiles (diagnostic report) are a by-product of the FCT scoring system.  They are designed to be used by unit training supervisors in structuring individual language training programs.
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Annually, commanders will:

· Test with the DLPT in the language of assignment all soldiers in language – requiring positions.  Soldiers in other MOS or positions with a language Army Skill identifier (ASI) will be tested in accordance with AR 611-6.

· Test soldiers qualified in multiple languages with the DLPT in all of them initially, and subsequently only in the language of assignment.

· When necessary due to large numbers who require testing with the DLPT, assign priority to testing enlisted soldiers in language - requiring positions in their language of assignment.

· In accordance with AR 611-6, after providing refresher training, retest soldiers who failed to qualify in their language of assignment.  Upon request of the unit commander, Continental United States (CONUSA) may waive this requirement one time for any RC soldier.  The annual test may not be waived.

· Test all soldiers assigned in language - requiring positions with the full FCT to determine individual training needs; subsequently, test with abbreviated and alternate versions of the same test to evaluate progress.

TESTING PROCEDURES:

· Annual testing with the DLPT will be accomplished within 60 days of the anniversary of the previous DLPT test date.  RC units may change the test anniversary of any soldier, if necessary to complete all language testing for the unit within the same calendar year.

· Language qualified soldiers arriving at the unit, including prior service, language - qualified soldiers accessed into RC TPU, will be administered the FCT within 15 days Active Components (AC) or 60 days (RC) of assignment, unless tested with the full FCT during the previous 12 months.  Abbreviated versions of the FCT may be administered at any time to evaluate significant language training events and/or individual improvement in language skills.

· Control and administration of the DLPT will be accomplished by Test Control Officers in accordance with AR 611-6.  Control and administration of the FCT will be accomplished by an officer or NCO appointed on orders, to prevent loss or compromise of the test.

· Individual FCT score cards will be collected by the test administrator and forwarded to the FORSCOM Language Training Office (LTO) for scoring.

PART C - TRAINING PROGRAMS

The testing described above sets the stage for developing and administering a viable training program for sustaining language skills.  Commanders, as a minimum, must provide access to refresher, maintenance, enhancement, and task-oriented training in the language of assignment.  They must also have a working mechanism for monitoring soldier performance and proficiency in language skills.
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PROGRAMS:

There are four (4) basic programs required of all units:

· Individual Training.  This consists of supervised or self-paced training and study by the individual soldier.  It is accomplished during prime training hours and on the soldier's own time.  The program of instruction is based on individual needs identified by the FCT, the DLPT, and other tests as may be devised in the unit.  The training supervisor should prepare an Individual Language Training Plan (ILTP) listing individual training objectives, training tasks, performance standards, completion milestones, and a program enrollment schedule.

· Intensive Refresher Training.  This training may be conducted at the commander's option as an Arrival Training Program (ATP) consisting of 240 to 480 hours of classroom instruction offered at the unit or installation over a 3 to 6 month period, 4 hours a day.  For soldiers who test below standards, this may prove the most effective and fastest means of restoring or attaining the desired proficiency.  When this is impractical, a 2 week refresher or immersion program is offered through the FORSCOM CONUS Language Program under contract with colleges and universities in the United States.

· Unit Training.  This involves team/section or group training events established and conducted through the unit's Battle Focus Training Program.  The purpose is to maintain and improve language proficiency and mission capability.  The program would include task-oriented language drills, classroom instruction, participation by soldier linguists in REDTRAIN or live mission opportunities, and integration of language tasks in collective training.

· Task Oriented Language Training.  This training consists of drills and practice organized and conducted as part of the unit program by the training supervisor or any qualified soldier in the specific tasks, language and knowledge required to perform the MOS and mission.  It includes activities conducted in-unit, on exercise deployments, and operational experience through REDTRAIN, TROJAN, or other real-world opportunities.

Any viable training program must have the support of the commander and be integrated into the commander's training plan for the unit.  It must be based on the unit's requirements in war time.  Developing a language sustainment program is neither easy nor cheap.  It requires funding, equipment, and many hours of hard work.  But the payoff is realized through having a trained and ready to deploy capability that will support mission accomplishment.

PART D - RESOURCES AVAILABLE TO ASSIST IN LANGUAGE TRAINING

From receiving technical support from the Defense Language Institute to programs that provide live environment training, your command language program does not have to operate in isolation.  The following are only some of many resources available to enhance your CLP:

· Contracting for Language Instruction.  Foreign language instruction may be contracted in languages matching the duty position requirement or language of assignment for purposes of refreshing, maintaining, or improving proficiency in previously trained language skills.


2-5
IT 0431

The instructional materials must be authorized by the Defense Language Institute and Headquarters, Department of the Army (HQDA).  Only authorized contracting officers may initiate these contracts.

· Live Environment Training.  The use of REDTRAIN funds to send soldiers to environments where languages are used daily in duty performance serves two purposes.  It serves to enhance the training of the deploying soldier and helps the gaining unit in accomplishing its real-world mission.  This program serves as a good incentive for your soldiers who deserve or earn the opportunity.  Units with TROJAN facilities also integrate live environment training into sustainment training.

· FORSCOM Contracts with Colleges and Universities.  The FORSCOM Language Training Office establishes contract relationships with colleges and universities for refresher training and arrival training programs.  These contracts range from short 2 week programs to longer programs, including total immersion, full-time programs.

· Defense Language institute Support.  The Defense Language Institute provides technical support to Command Language Programs.  They will provide tapes and lesson materials as well as a review of the program itself.  They also have a video teleconference (VTC) capability available for many languages.

IT 0431
2-6

LESSON 2

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows.  If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
The Command Language Program is designed to:


A.
Provide the soldier incentive pay for maintaining a language.


B.
Offer language training to those who desire to learn a second language.


C.
Maintain language skills for those in language coded positions.


D.
Pass an IG inspection.

2.
Language coded soldiers must take the DLPT:


A.
Annually.


B.
Monthly.


C.
Only once.


D.
When desired.
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LESSON 2

PRACTICE EXERCISE

ANSWER KEY AND ` FED BACK

Item
Correct Answer and Feedback

1.
C.  Maintain language skills for those in language coded positions.  Page 2-2.

2.
A.  Annually.  Page 2-3.
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LESSON 3

DIRECT SECURITY TRAINING

Critical Tasks: 301-372-2025

301-372-3015

301-373-3161

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn to direct security training.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Security training is conducted for the unit's S2 section, primary staff, and subordinate elements.  Security training is incorporated into unit's long and short-range training schedules.

CONDITIONS:
You will be given narrative information from AR 380-5, AR 380-19, AR 380-67, AR 381-12, and FM 25-101.

STANDARDS:
You will be able to direct security training IAW AR 380-5, AR 380-19, AR 380-67, AR 381-12, FM 25-101, and local security SOP(s).

REFERENCES:
The material contained in this lesson was derived from the following publications:

AR 380-5

AR 380-19

AR 380-67

AR 381-12

FM 25-100

FM 25-101

FM 101-5

INTRODUCTION

The development and implementation of viable security education training programs are vital to maintaining a unit's good intelligence and security posture.  The importance of a security education training program cannot be overemphasized, because it is this particular area that increases personal security awareness.  From a personnel standpoint, security training directly contributes to the success of the unit's mission.  In the final analysis, regardless of how definitive and complete any set of security procedures might be, it will be people who execute or fail to execute those procedures.
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The purpose of a security education training program is to establish and maintain security awareness on the part of all personnel.  Security awareness or consciousness is a state of mind, implying an understanding of security objectives, principles, and measures.  It also denotes a willingness and desire on the part of individuals to assist, by fulfilling their security responsibilities in achieving the objectives of a security program.  This is done by helping the individual acquire an understanding of the basic principles of sound security practices and procedures as they pertain to their unit or job.

The goal or objective is to improve the protection of information that requires it by ensuring that all understand the importance of security and the reasons for security procedures.  This objective is achieved when security awareness has been established and becomes second nature to everyone in the unit.

A unit's security education training program should address, as a minimum, the following programs:

· Crime Prevention.

· Information Security.

· Information Systems Security.

· Personnel Security.

· Physical Security.

· Subversion and Espionage Directed Against the US Army (SAEDA).

Additional programs such as Combating Terrorism and Intelligence Oversight may also need to be addressed.  Inclusion of these will be based on: unit's location, mission, the postulated threat, and involvement in intelligence activities as defined by AR 381-10.

PART A - RESPONSIBILITIES

The Commander.  Commanders are ultimately responsible for the security training of their units.  Every commander must give his personal supervision to ensure his unit's security training is aggressive, thorough, and detailed.

S1 Adjutant.  Identifies duty positions and job responsibilities and coordinates with the S2/S3 to ensure that security training is an integral part of inprocessing procedures.  The S1 screens records for instructor personnel to support the unit's security training.

S2 Intelligence.  The commander's personal supervision is supplemented with close planning and supervision by the intelligence officer.  The intelligence officer has staff responsibility for--

· Planning and supervising S2 section's security training for assigned and attached personnel.
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· Coordinating with the operations officer and exercising staff supervision for security training throughout the command.

· Preparing, implementing and directing the command's security education training program.

· Making staff visits to and staff inspections of security training activities.

· Exercising staff supervision of CI support to the command's security education training program.

· Recommending methods for integrating security training into the command's training program.

· Conducting tests and evaluations.

· Assisting subordinate units in obtaining training aids, facilities, and qualified instructor/trainers.

S3 Operations.  The S3 Operations Officer has staff responsibility for--

· Allocating time and facilities in unit training programs.

· Integrating security training with other training.

· Coordinating training aids requirements.

· Maintaining status on security training within the command.

S4 Supply.  Arranges for logistical support for security training.

Physical Security Officer.  Responsible for coordinating and implementing Crime Prevention and Physical Security programs within the command.  Establishes and maintains a close working relationship with S2/S3 in integrating these programs into the command's security education training program.  Many times the S2 will also serve as the Physical Security Officer.

Security Managers.  Staff and subordinate unit security managers are responsible for establishing, implementing, and maintaining an effective security education training program.  In most units, the S2 serves as the unit Security Manager as an additional duty.

PART B - PLANNING

Planning is the first phase of the training management cycle.  It links mandatory security subjects with the execution of battle focused training.  It is a centralized process that aligns training priorities at all levels within the command.  It consists of a training assessment and planning for long-and short-range training goals and objectives.
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Training Assessment.  The assessment begins the training planning process.  This assessment identifies training strengths and weaknesses, allowing the development of security training which sustains unit strengths and improves weak areas.  The assessment is based on the S2s firsthand observations and a variety of other sources.  Some of these sources include:

· Assessment and feedback from higher headquarters.

· Staff visit reports.

· Training briefings.

· Local external evaluations.

· After action reviews.

· Inspector General (IG) special inspections

· Command readiness inspections.

· Commanders' inspection program.

· Annual Training reports (FORSCOM Form 1-R, Analysis of Training Performance of Reserve Components of the Army).

The primary objectives of the training assessment are to--

· Identify training strengths and weaknesses.

· Determine training requirements.

· Develop training strategy.

Long-and Short-Range Planning.  Army regulations require that security training be conducted in three identifiable phases.  These consists of initial, periodic or refresher, and termination.  Initial training needs to be accomplished as part of an individuals processing into the unit.  Periodic or refresher training is conducted semiannually or annually.  Final security training is normally provided during an individuals out processing or upon mandatory termination of access to security programs.

The S2, in concert with the S3, ensures that periodic security training is included in both the unit's short-range and long-range training calendars.  The training needs to be planned, structured and conducted on an annual basis.  The intent is the development of a thorough security education training program.  One that provides effective security education and precludes the need for quick fix measures to satisfy training requirements.  An example is scheduling periodic unit security training instead of running unit members through training just prior to an IG or command inspection.  Based on unit mission and other training requirements, security training may need to be scheduled more often than specified in regulations..
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Upon command approval of the unit's planning calendars, the S2 needs to coordinate with other staff sections and security managers.  Of primary concern is the identification and availability of instructors/trainers, material, and resources.  The S2 also needs to establish coordination with higher headquarters and local CI assets for security training support.

PART C - EXECUTION

The execution of training to standard is the payoff for all other phases of the training management cycle.  Leaders must ensure that training is properly planned and vigorously executed to the established standard.  Effective execution depends on proper preparation and attention to detail.  As stated earlier, security training is conducted in three identifiable phases.  It can be formal training presented via briefings, lectures, conferences, or through the use of posters, flyers, or bulletins.  It can also be integrated into collective and individual garrison and field exercise training.  The goal is to establish and maintain security awareness on the part of each individual in the unit.  This is accomplished through the conscientious administration of a viable security education training program.

PART D - INITIAL SECURITY TRAINING

This is the first contact that personnel will have with the unit's security education training program, consequently the training must be conducted in a serious and professional manner.  The training should be conducted on a "person-to-person" basis; that is to say, an active dialogue between the trainer and the person being trained.

Training can be supplemented by the issuance of applicable regulations, directives, and standard operating procedures (SOP).  However, when using this option, care must be taken to ensure that the training does not evolve into a perfunctory compliance with formal requirements.  This type of approach could degenerate to a point where incoming personnel are simply required to acknowledge that security material has been read and understood.  When this is allowed, it sets up security complacency.

Initial security training will, as a minimum, include the following programs: crime prevention, information security, information systems security, personnel security, physical security, and SAEDA.  Training will address regulatory requirements, procedures, and individual responsibilities.  This training is for everyone in the unit regardless of security clearance or access requirements.  This includes personnel without security clearances or duties requiring access to classified information and material.  The purpose is to ensure that everyone understands the importance of security and the reasons for security programs and procedures.

Crime Prevention.  Focus on established crime prevention programs.  Provide initial overview to include individual responsibilities and local procedures for safeguarding personnel and material.  Unit commanders and NCOs will provide detailed information and procedures for implementing and maintaining unit crime prevention program.

Information Security.  Focus on specific requirements contained in paragraphs 10-101 and 10-102, AR 380-5.  When the training is being given to personnel who will require access to classified information, these individuals must sign Standard Form 189, Classified Information Nondisclosure Agreement.  All personnel should be trained on the following:
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· Adverse effects upon national security that could result from the unauthorized disclosure of classified information.

· Reporting requirements on the possible loss or compromise of classified material.

· Procedures for reporting information that could reflect adversely on the trustworthiness of an individual who has access to classified information.

· Proper methods and channels for reporting matters of security interest to include espionage activities.

· The objectives and means of applying Operations Security (OPSEC) principles.

· Attempts by unauthorized personnel to obtain classified information and their responsibility to report such attempts.

Personnel who will require access to classified information will also receive the following additional training:

· Their personal, moral, and legal responsibility to protect classified information within their knowledge, possession, or control.

· Principles, criteria, and procedures for handling classified information as prescribed in AR 380-5.

· Strict prohibition against discussing classified information over an unsecured telephone or any manner which permits unauthorized interception,

· Classified information may only be disclosed to those personnel with a proper clearance and a need to know the information.

· Procedures for challenging classification decisions believed to be improper.

Information Systems Security.  Focus on specific requirements contained in paragraph 2-16, AR 380-19.  All personnel who manage, design, develop, maintain or operate a computer will receive security training.  Operators of small computers, also known as personal computers (PCs) and office automation systems, like word processors are also included in this training.  The training will cover, as a minimum --

· Threats, vulnerabilities, and risks associated with the system.  This includes prohibitions on loading unauthorized software, the need for frequent backup, and the requirements to report abnormal program behavior.

· Information security objectives.  Protection of classified and unclassified sensitive information.

· Individual responsibilities.  This includes compliance with unit security measures and contacting appropriate information systems security personnel for assistance.
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· Accessibility, handling and storage considerations.

· Physical and environmental security measures.

· System data and access control procedures.

· Emergency and disaster plans.

Personnel Security.  Focus on specific requirements contained in paragraph 9-201, AR 380-67.  All persons cleared for access to classified information or assigned to duties requiring a trustworthiness determination will receive training on the following:

· Specific security requirements on their particular job.

· Techniques employed by foreign intelligence activities to obtain classified information and their responsibilities for reporting such attempts.

· Prohibition against disclosing classified information, by any means, to unauthorized persons.

· Prohibition against handling or discussing classified information in a manner that would make it accessible to unauthorized persons.

· The penalties that may be imposed for security violations.

· The requirement to report potentially adverse information on individuals with access to classified information or employed in a sensitive position.

· Procedures for reporting personal foreign travel in advance.

Physical Security.  Focus on established physical security program for the safeguarding and storage of arms, ammunition and sensitive items.  Provide initial overview to include individual responsibilities and local procedures.  Unit commanders and Physical Security Officer will provide detailed information and procedures for implementing and maintaining unit physical security program.  The local Provost Marshall will also prove helpful in developing a sound training program.

Also focus on the physical security procedures for safeguarding and storage of classified material (Chapter V, AR 380-5).  Include, as a minimum --

· Storage equipment standards.

· Storage of classified information.

· Individual responsibilities.
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· Emergency planning.

· Security of meetings and conferences.

Subversion and Espionage Directed Against the US Army (SAEDA).

Focus on specific requirements contained in paragraph 6, AR 381-12.  The training will be tailored to the local geographic area.  It needs to address the Foreign Intelligence Services (FIS) and terrorist threat and their known methods of operation (MO).  The training will cover, as a minimum --

· Methods and techniques used by FIS to obtain information in Army facilities, activities, personnel, or material.

· The fact that FIS consider Department of the Army (DA) personnel as potential sources for US defense information.

· The nature of the international terrorist threat.

· Vulnerabilities of DA personnel and their dependents to terrorists acts.

· Anti terrorist defensive measures.

· Procedures for reporting SAEDA incidents and situations.

· Training must be updated for deployments.

PART E - SECURITY REFRESHER TRAINING

As a minimum, security refresher training MUST be given annually to each individual in the unit.  This means that only scheduling refresher training once a year for a particular unit does not in itself fulfill the requirements.  The question is: Will this annual training be enough to "maintain a high and continuous state of security awareness on the part of an personnel"?  Probably not.  This approach could result in poor security practices and security infractions that summarily lead to security violations.  Consequently, security training should be conducted more frequently.

Refresher training should cover essentially the same material as covered during initial training.  The material covered should be tailored and relevant to the individuals receiving the training.  This can be accomplished by using the results of security inspections, spot checks, field training exercises, security violations, and so on.  The training can also be used to answer questions, explain changes in security regulations, directives, and/or SOPs, and discuss security concerns.

Security training should be creative, innovative and entertaining, while simultaneously being relevant, concise, and complete.  Use various combinations of--

· Self-paced or formal instruction.

· Security education bulletins.
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· Security posters.

· Training films.

· Computer-aided instruction.

· Integrated with other training.

There are also enhancement phases which can be used to increase security awareness within unit personnel.  These phases can serve to complement required training and may or may not be necessary for every security education training program.

Security Reminders.  This is an indirect approach to training.  It uses posters, flyers, bulletins and similar media.  The purpose is to get a security message across to its readers, in a interesting and attention-getting way.  Security posters are the most widely used security reminder.  Some thoughts to keep in mind about posters:

· They need to be replaced or rotated from time to time to maintain effectiveness.

· They sometimes have a seasonal or holiday theme.  In such cases, they need to be replaced when the season or holiday has passed.

· In some cases, their theme or message is related to a specific practice, such as locking a security container, reproducing classified material, etc.  In some cases, the posters should be located in an area where the practice is most likely to be performed.

· Generally, posters should be displayed in prominent locations.

Security Promotion.  This is intended to increase security awareness of unit members through group and individual participation in a variety of security related activities.  These can range from security poster competitions to security related crossword puzzles and anagram contests, and the like.  This phase can be used to recognize individual and group achievement in promoting security.  To work, this phase requires two main ingredients: vigorous command support and tangible and meaningful rewards.  A meaningful reward can be as simple as time off.

Special Interview.  Is designed for supervisory personnel.  Its purpose is to elicit their positive support in promoting and supporting the security education training program.  It is oriented towards achieving the following:

· Developing and demonstrating a positive attitude towards security throughout the unit's operational area.  It includes encouraging supervisors to set the example in sound security practices and procedures.

· It also trains supervisors to recognize and make on-the-spot corrections of faulty or careless security practices.


3-9
IT 0431

PART F - SECURITY TERMINATION BRIEFING

This is the last required phase of a security education training program.  It is a mandatory requirement in accordance with AR 380-5 and AR 380-67.  It is given to any individual who is --

· Terminating their employment with the unit through Estimated Termination of Service (ETS), Permanent Change of Station (PCS), Released from Active Duty (REFRAD) or upon retirement.

· Going to be absent from duty for 60 days or longer where access to classified information is not required.  This usually applies to Temporary Duty (TDY) and to a lesser extent leave.

· Having their security clearance or access withdrawn due to revocation, suspension, or through a determination that access is no longer necessary.

The security termination briefing includes the return of all classified material and an oral debriefing.  In addition, the individual is required to read and sign a Security Termination Statement (US - DA Form 2962; NATO - DA Form 2543).  The oral debriefing will cover the DA Form 2962 and if appropriate the DA Form 2543.  The oral termination briefing and its supporting documentation ensures:

· An acknowledgment that the individual has read the appropriate provisions of the Espionage Act, other criminal statutes, and DoD regulations applicable to the safeguarding of classified information.  This applies to information to which the individual has had access.  Also an acknowledgment that the individual understands the implications thereof.

· A declaration that the individual no longer has any classified material in his or her possession.

· An acknowledgement that the individual will not communicate or transmit classified information to any unauthorized person or agency.

· An acknowledgement that the individual will report without delay to the Federal Bureau of Investigation (FBI) or the Department of Defense (DoD) component concerned, any attempt by any unauthorized person to solicit classified information.

The security termination statement shall be filed under the Modern Army Record Keeping System (MARKS) number 380-5a.  It shall be retained by the unit which authorized the individual access to classified information for a period of not less than 2 years as specified in AR 25-400-2, MARKS.

PART G - ASSESSMENT

Training assessment is an integral part of the training management cycle.  Information obtained as a result of a thoroughly planned evaluation provides the basis for the S2s assessment of his security education training program.  It provides the basis for adjustments in resources, personnel, and training methods to refine and update the training focus.
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Evaluation of Training.

Evaluation measures the demonstrated ability of individuals and units against specified training standards.  The S2 uses evaluation information as feedback to determine the effectiveness of the security education training program.  This feedback also allows the S2 to make and recommend changes which will lead to better training results.  This feedback is also used to determine the overall effectiveness of the planning, execution, and assessment portions of the unit's training.

Some effective ways of evaluating the unit's security education training program are to --

· Review the security SOP.  Does it exist and does it comply with regulatory requirements?  The security SOP should contain procedures for dealing with Personnel, Information, Physical, and Information Systems security, Crime Prevention, and security training.  The very nature of an SOP is to inform a newcomer, or an outsider, how to do something within the unit.

· Determine current status of security training.  In other words, how is the training being conducted, when, who is giving it, what is being given, and how often is it being given.  Discus the Security Education Training program with the individuals in the unit who are involved in the training.  Ask questions relating to the following: What are the qualifications of the instructors, are the instructors motivated, what materials are used during the instruction (slides, lesson plans, notes and so on) ? The intent is to keep security awareness high in each individual in the unit.  this cannot be accomplished if actual training is non-existent or presented in an unprofessional manner.

The interviewee should represent a cross-section of the unit personnel, i.e., cooks, administrative personnel, communicators, maintenance personnel, officers, NCOs, etc.  Questions used during the interviews should be divided into two basic groups.

· General Questions: The type that all the interviewee should be able to answer.  Questions dealing with SAEDA and general security practices fit into this group.

· Specific Questions: The type that would be asked of the interviewee who have recurring or continued access to classified and/or sensitive information and material.  In formulating these questions, you must ensure that they are meaningful and pertinent to the interviewees.  For example, asking the question, "How would you transmit SECRET material through the US mail?" to an interviewee whose duties do not require the performance of such a task, might not elicit the response the interviewer expects.

· Observation.  This last consideration provides an opportunity to determine, through discreet observation, if the security procedures are actually being followed correctly.  Simply because an individual knows what the procedures are, doesn't mean that they're being followed.  Security requires an extra effort that many people find difficult to make. The ultimate goal is to have security procedures practiced, not just known.  Discreet observation can often provide a good indication of the security posture of a unit and the true effectiveness of the security education training program.
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LESSON 3

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows.  If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
What is the objective of security training?


A.
The conscientious administration of a viable security education training program.


B.
The continued protection of classified/sensitive information and material.


C.
The establishment and maintenance of security awareness on the part of all unit personnel.


D.
The indoctrination of personnel on their security related duties.

2.
Who is responsible for ensuring that soldiers receive SAEDA training?


A.
Security Manager.


B.
Commanding Officer.


C.
S2 Intelligence Officer.


D.
Crime Prevention Officer.

3.
Which enhancement phase is designed to train supervisory personnel?


A.
Security Reminder.


B.
Security Promotion.


C.
Security Interview.


D.
Security Education.
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LESSON 3

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
C.  The establish and maintain of security awareness on the part of all unit personnel.  Page 3-2

2.
B.  Commanding Officer.  Page 3-2.

3.
C.  Security Interview.  Page 3-9.
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LESSON 4

DIRECT UNIT INFORMATION AND

PERSONNEL SECURITY PROGRAMS

Critical Tasks: 301-372-2400

301-372-2401

301-372-2402

301-372-2403

301-372-2404

301-374-3052

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn to direct the Unit Information and Personnel Security Programs.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Ensures that the unit has developed and written a security standard operating procedure (SOP).  Conducts oversight inspections to ensure unit complies with security SOP and mandatory procedures contained in AR 380-5 and AR 380-67.

CONDITIONS:
You will be given narrative information and illustrations of sample formats from applicable field manuals and army regulations.

STANDARDS:
You will be able to monitor and direct the unit information and personnel security programs in accordance with AR 380-5 and AR 380-67.

REFERENCES:
The material contained in this lesson was derived from the following publications:

AR 380-5

AR 380-67

FM 101-5

INTRODUCTION

As an intelligence officer, you will serve in a variety of assignments and duty positions to include unit S2, and Security Manager.  In these positions your responsibilities will include the developing, monitoring and directing of the unit's information and personnel security programs.  This lesson will provide you with the information necessary to assist in executing your responsibilities to monitor and direct the unit's security programs.
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PART A - RESPONSIBILITIES

Security is everyone's job, but there are two general types of responsibility involved in Information and Personnel Security.  The first type is command responsibility.  Command responsibilities are those steps taken by the commander to protect classified information.  Each commander is responsible for the effective application of security policies and procedures within his area of jurisdiction.  As part of his responsibilities, commanders must ensure that personnel who have access to classified information are appropriately cleared, and then monitor their security related conduct.  A commander may delegate certain authority to a designated individual to perform security control functions.  Normally, this responsibility is delegated to the unit security manager.  The S2, if designated as the unit security manager, can also perform these functions.  However, the commander cannot delegate his assigned responsibility.  Security is a responsibility of command.

As the delegated representative, the security manager will be responsible for a variety of objectives and requirements.  Some of which include:

· Advise and represent the commander on matters related to the classification, downgrading, declassification, and safeguarding of defense information.

· Establish, implement, and maintain an effective security education program.

· Establish procedures for ensuring that all persons handling classified material are properly cleared and have a need to know.  the clearance status of each individual must be recorded and accessible for verification.

· Ensure that procedures are implemented to continually assess the individual trustworthiness of personnel who possess a security clearance.

· Establish local information security policies and procedures which comply with AR 380-5.

· Oversee the conduct of announced and unannounced security inspections for compliance with established procedures and regulations.

The second type of security responsibility is that of each individual.  When classified material is in an individuals custody, that individual is responsible for proper handling, marking, and storage.  Security regulations cannot be written to cover all conceivable situations.  Basic security principles, common sense, and a logical interpretation of existing regulations must be applied.  This can be accomplished through the application of the basic security principles of PROPER CLEARANCE and a NEED TO KNOW.  This fundamental principle is applicable in regard to accessing, handling, disseminating, and safeguarding classified defense information.

PART B - SECURITY SOP

One of the responsibilities of the security manager is the establishment of local information security policies and procedures.  This can be accomplished through the development and maintenance of a unit Security SOP.  A useful SOP is one that supplements and compliments governing security regulations, and implements and supplements the instructions of higher commands.  The SOP needs to standardize routine or recurring security related procedures.  It
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needs to delineate procedures for: handling and safeguarding classified defense information, security education programs, access eligibility, and security clearance requirements.  There is no fixed format for the Security SOP.  It should be published in the most effective format for the command concerned.  Regardless of the format used, the SOP may not detract from the minimum provisions of AR 380-5, AR 380-67 and higher command supplements.  Appendix B, provides an example of a sample format for a local unit Security SOP.

The security SOP is reviewed, approved, and signed by the local commander.  It should be reviewed by the next higher command to ensure compliance with applicable security regulations and supplements.  Upon review and approval it becomes binding as official policy for all assigned or attached personnel.  The local security SOP is the final word on how security related tasks and procedures are to be performed within the unit.

PART C - INFORMATION SECURITY OVERSIGHT

Every unit in the United States Army, down to the lowest command level, that handles classified defense information is required to have an information security program.  The security manager, as the commander's delegated representative, is the principle advisor on all matters pertaining to security within the unit.  He is responsible for the daily administration of the unit information security program.  His responsibilities include a meaningful oversight of the program at all unit levels.  This oversight is accomplished by the conduct of spot checks, announced, and unannounced security inspections.  These inspections allow the security manager to monitor and direct the unit's information security program.  It also ensures that unit personnel are in compliance with security regulations, directives, and unit SOP.

Program Evaluation Guide.  Appendix D, provides an example of a program evaluation guide.  The guide is an extract of Appendix F, AR 380-5.  It list questions designed to assist security managers in their monitorship responsibilities under the Army Information Security Program.  It is not an all-inclusive checklist, but can form the basis for a locally developed inspection checklist.  It can also be used as a self-evaluation guide for unit security personnel.  Although, it is not all-inclusive, it does address the major components of a unit's Information Security program.

· Assign authority to classify.

· Originally or derivatively classify information.

· Perform downgrading and declassification.

· Properly mark classified material.

· Transmit classified information properly.

· Access, disseminate, and account for classified information.

· Ensure security of meetings and conferences.

· Prevent compromise of classified information.


4-3
IT 0431

· Disposal and destruction of classified information.

· Safeguarding and storage of classified information.

· Provide security education.

· Monitor and manage unit's information security program.

PART D - PERSONNEL SECURITY OVERSIGHT

The existence of a unit Information Security Program necessitates the need and existence of a unit Personnel Security Program.  The two programs are interdependent.  The failure of a Personnel Security Program, regardless of the reason, can set conditions for the compromise of classified/sensitive information and material.  The interdependency of the two programs stems from AR 380-5, which establishes the fundamental requirements of PROPER CLEARANCE and NEED TO KNOW.  The principle objective of a Personnel Security Program ensures that the main requirement of PROPER CLEARANCE is met.  To accomplish this goal, the following criteria must be met:

· Ensure that only properly investigated personnel receive security clearances.

· Ensure that personnel granted security clearances do not become vulnerable or unsuitable for continued access to classified information or material.

In order to be effective, a unit's Personnel Security Program will contain the following subprograms--

· A program for determining and documenting which personnel positions require access to classified information on authorization documents tables of organization and equipment, modified table of organization and equipment, and table of distribution and allowance ((TO&E)/MTO&E/TDA).

· A program for determining eligibility and to control the granting of access to classified information.  This includes: the conduct of local records checks, the submission of requests for investigation or final clearance, and the use of the interim clearance option.

· A program to ensure the prompt withdrawal (suspension) or denial of access, when necessary, in the interests of national security.

The three subprograms identified above form the basis for the development of an oversight program.  The effective application of an oversight program ensures compliance with regulations, directives, and the unit's Personnel Security Program.  The security manager needs to conduct periodic oversight visits and announced inspections of subordinate elements.  These visits and inspections will assist the security manager in monitoring and directing the unit's Personnel Security Program.

Program Evaluation Guide.  The security manager needs to develop a local program evaluation guide.  The guide is an inspection checklist containing a series of personnel security related questions.  it is used to evaluate unit personnel knowledge and compliance with security 
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procedures.  It is a tool designed to assist security managers in their monitorship responsibilities under the Army Personnel Security Program.  As a minimum, the evaluation guide should address the three subprograms of the unit's Personnel Security Program.  The following are some examples of personnel security related questions that can be incorporated into a local checklist.  The questions are grouped according to the three identified subprograms.

· Has the unit commander identified and determined which duty positions require a security clearance?

· Has the following criteria been met?

- Mission requirement.

- Position personnel security status.

- Position personnel security requirement.

- Personnel security investigation required,

· Have the unit's manpower authorization documents been changed/annotated to reflect this determination?

· Has US citizenship eligibility criteria been determined and documented?

· Have local records checks been conducted?

· Have appropriate Personnel Security Investigations (PSIs) been initiated? NOTE: See Appendix D, this module, for an extract of Appendix D, AR 380-67.  It provides a guide for requesting PSIs which can be used as a checklist.

· Have procedures been initiated to assist personnel in completing applicable investigative forms?

· Has a final security clearance been requested?

· Has a DA Form 873, Certificate of Clearance and/or Security Determination been issued?

· Has an SF 189, Classified Information Nondisclosure Agreement been executed?

· Does the Military Personnel Records jacket (201 file) reflect appropriate personnel security status?

· Has adverse or significant derogatory information been reported?

· Has any individual's access to classified information been suspended?

· Has any individual's security clearance been revoked?
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· Is any individual pending revocation or denial action?

· Has the commander initiated procedures to assist personnel pending revocation or denial action?
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LESSON 4

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows.  If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
Who is responsible for the protection of classified information.


A.
Unit Commander.


B.
Unit S2.


C.
Unit Personnel.


D.
Unit Security Manager.

2.
What document establishes procedures for safeguarding classified information, security education, and security clearance requirements?


A.
Operations Security SOP.


B.
Security SOP.


C.
Intelligence SOP.


D.
Security Training SOP.

3.
What is the purpose of a Program Evaluation Guide?


A.
To identify and determine which unit positions require security clearances.


B.
To establish local procedures for the safeguarding and storage of classified information.


C.
To ensure the prompt suspension or denial of access, when necessary, in the interests of national security.


D.
To assist security managers in their monitoring responsibilities.
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LESSON 4

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
C.  Unit Personnel.  Page 4-2.

2.
B.  Security SOP.  Page 4-3.

3.
D.  To assist security managers in their monitoring responsibilities.  Page 4-4.
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LESSON 5

CONDUCT INTELLIGENCE LIAISON

Critical Tasks: 301-372-2004

301-372-3004

301-373-3051

301-373-3151

OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn liaison planning; the types of agencies with which liaison should be conducted; liaison contact; and the use of interpreters and liaison reporting.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Describe the information and procedures required to conduct intelligence liaison.

CONDITIONS:
You will be given narrative information and illustrations from applicable field manuals and Army Regulations (ARs).

STANDARDS:
Coordination and establishment of intelligence liaison activities will be in accordance with AR 1-100, AR 380-5, AR 380-67, AR 381-10, AR 381-141(C), FM 34-60A(S), FM 101-5, and local SOPs.

REFERENCES:
The material contained in this lesson was derived from the following publications:

AR 1-100

AR 380-5

AR 380-67

AR 381-10

AR 381-141(C)

FM 34-52

FM 34-60A(S)

FM 101-5

INTRODUCTION

As an intelligence officer, you may be tasked to conduct, maintain or supervise liaison activities both within the US and overseas.  To be successful at these tasks you must be knowledgeable of basic liaison techniques.  Successful liaison activities require careful planning and close supervision of liaison methods and products.  This lesson expands upon basic liaison techniques and reinforces doctrinal principles.
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PART A - LIAISON BASIS

Liaison is the establishment of personal contact between a representative of one organization and individuals in staff and operating sections of other organizations.  The purposes of liaison are: promoting cooperation and mutual understanding, coordinating actions and activities; exchanging information and viewpoints; and obtaining information, assistance, material or access to other sources of information.  Liaison also may be used to establish contact with someone whose cooperation, assistance, or knowledge is desired.

A liaison source is an individual with whom liaison is conducted.  A liaison contact is the act of visiting or otherwise contacting a liaison source.

Liaison is based on reciprocal cooperation between organizations or agencies with responsibilities, information, missions, and capabilities of mutual interest.  The nature of intelligence activities and legal restrictions, frequently make the collection of intelligence information dependent upon the effectiveness of liaison.  Liaison with appropriate United States (US), host country, and allied military and civilian agencies is fundamental to the success of intelligence and security operations.  Familiarity with the mission of local agencies is probably the most essential factor to the success of the liaison mission.  Liaison procedures should be established by unit-standard operating procedures (SOP).

The conduct of liaison is normally the responsibility of designated liaison officers (LNOs), though liaison may be an additional duty for intelligence officers.  in the US and overseas areas, many military and government agencies above the local level will have accredited LNOs assigned to them by DoD, State Department or other US government agencies.  It is important that you do not encroach into a designated LNO's jurisdiction without prior coordination.  Even on the local level, every effort should be made to avoid "oversaturating' a liaison source.  A local police official, may become uncooperative, when visited by representatives of numerous different US military and civilian agencies.

Besides the various national level agencies, there are many state, provincial, city, or local agencies that also provide assistance.  You must be familiar with these agencies and the type and scope of information they can provide.

PART B - LIAISON PRIORITY

Liaison priorities are based on requirements and liaison capabilities.  The collection manager must decide liaison capabilities and collection requirements before establishing priorities.  The highest priority generally goes to those agencies that can provide the most assistance.

Liaison capabilities: Many factors must be considered when estimating liaison capabilities including:

· Geographic area, current situation, available and accessible sources, political, cultural, legal, and practical limitations.

· Unit mission, resources, time, funds, and command structure.
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· Number, experience, and language abilities of liaison personnel.

Liaison requirements: Information collection is the most frequently levied requirement for liaison.  Assistance and material requests are generally local requirements and are made as needed.  Assistance/material requests may include use of indigenous personnel to augment operations, access to local facilities or areas, and loan of equipment not otherwise available.  All requests, except the most informal local requirements, should be processed through your chain of command.

Priorities tend to change with the situation.  Unfortunately, no specific formula can be provided for determining priorities.  The determination is a value judgement based on the current and projected situation and the mission.  An intelligence priority in one situation or command may not be a priority in another.  For this reason, liaison should be established with as wide a spectrum of agencies as possible.

If liaison is established with too few agencies or sources, a personnel change may disrupt the flow of information until rapport with new personnel can be established.  Having several liaison sources also reduces dependency on any given agency, precludes overtaxing the agency's resources, and allows information from one agency to be compared with or expanded by that from another agency.  The LNO must project future requirements and establish liaison with appropriate agencies well before the time their assistance may be required.

PART C - LIAISON PLANNING

In conducting liaison proper planning is crucial to success.  Much of the planning process is dependent upon the maintenance of complete and accurate liaison files.  All contacts should generate some type of report or files notation - don't try to keep your liaison system in your head.  As your liaison network develops, your files system and planning techniques will allow systematic management of your sources.  For any well planned liaison contact, several factors should first be considered:

What is the purpose of the liaison contact? Liaison should not be a haphazard of spur-of-the-moment operation.  The number and types of contact with each source should be carefully planned.  Liaison contacts generally fit into two categories: formal and informal.  Formal contact is made when you have need for specific information, have information to provide, or require other assistance for an ongoing operation.  Use informal liaison to establish and maintain friendly working relationships, develop sources, and gather information that may not be specific to any ongoing operation.

What is the priority for information needed? Liaison is only one of many activities and will compete with other functions for time, personnel, and resources.  A high priority request for information, for example, may require you to divert personnel from other activities or to contact sources with whom you don't have regular liaison.  Determining the priority of a liaison contact will allow you the maximum benefit from the activity with a minimum impact on your operations.

Which source or agency should be contacted? All liaison contacts, except for those with frequent or close personal sources, should be preceded by a review of office liaison files.  For a formal contact, you should first determine which agencies or sources can provide the required
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information or perform required services.  After identifying sources, they should be evaluated for past accuracy, discretion, and willingness to cooperate.  Your goal is to select the best possible source at the most convenient time.  Depending on the priority of the required information or service, any or all suitable sources may be used to corroborate and expand information.  For an informal contact, files should be screened to review background data on the organization or individual, the amount of time since the last contact, and information and cooperation obtained in previous meetings.

What are the equipment and transportation requirements? Based on the liaison mission, the LNO may have certain equipment and transportation needs, depending on unit, location, and mission.  The LNO needs to ensure that arrangements for communication and transportation will meet mission requirements (for example, check radios, Signal Operating Instructions (SOI), challenge and passwords, rations).  Mobility is a key factor, for without a vehicle the LNO will be ineffective.  in a field environment, dedicated transportation becomes a necessity for mission accomplishment.

What are the restrictions or special instructions? Special instructions are often included in requests for information or services that you will satisfy through liaison contacts.  Review the requests carefully.  There may be special instructions that are implied as well as those that are specifically stated.  If you have doubts, ask for clarification.  You may be asked to gather information without divulging specific requirements.  Or there may be rigid time constraints placed upon you.  Follow special instructions to the letter - they are there for a reason.  All liaison contacts, no matter how informal or brief, carry some restrictions and should be listed in the circumstances of contact paragraph.  Contacts with US citizens, for example, have severe restrictions on personal information that can be gathered and types of incentives that may be offered for providing information.  When dealing with foreign nationals, providing certain types of information to them is always restricted.  Anticipate what may be required before you go on a contact.  A successful LNO should be knowledgeable of restrictions imposed by local law or custom as well as those governed by military regulations or US law.

PART D - AGENCY TYPES

In conventional combat operations, and operations other than war, Ml assets (especially CI elements) must maintain close coordination and liaison with various allied and US agencies.  Often, MI personnel will work with these elements in joint or combined operations to support the commander.  These liaison efforts are not less important in peacetime as a means for a smooth transition to war status.  Liaison with appropriate agencies must be in place before the outbreak of hostilities, if possible.  Information and cooperation gained during this period can impact on the effectiveness of both intelligence collection and combat operations.

National Agencies in CONUS.  Liaison activities at the national level with the military services, Department of Justice, Treasury Department, State Department, Central Intelligence Agency (CIA), Office of Personnel Management, Veterans Administrations, and other federal agencies are normally conducted at DoD or DA level.  Sometimes, offices of federal agencies in your area of operation may be contacted to exchange information or coordinate local operations.  Generally, however, contact with these agencies would only be made when directed by higher headquarters.

IT 0431
5-4

Local Agencies in CONUS.  Liaison at the local level is conducted with government, military, civilian, and private agencies.  In addition to any federal agencies represented at the local level, other agencies that should be contacted include:

· G2/S2s, post security offices, personnel sections, and provost marshals of military facilities or units in the area.

· Civilian agencies such as state and local police, sheriff's office, bureau of vital statistics, state crime commission, state adjutant general, board of education, motor vehicle bureau, and local courts.

· Private agencies such as chambers of commerce, credit agencies, and public utilities.

Agencies Overseas.  Liaison is essential to successful intelligence and security operations in overseas areas.  Often, US government and civilian agencies, other US military services, and allied forces will be found with host country counterparts.  It is essential that all organizations in the area are identified so that current and future liaison priorities may be set.

Military Intelligence (Ml) personnel involved in liaison must be familiar with pertinent DoD directives, Army Regulations, local SOPs, and any other applicable guidelines.  Liaison functions range in complexity from routine checks or exchanges of documents to detailed coordination of joint/combined intelligence operations.  The skilled liaison officer recognizes his limitations and brings in other personnel when additional expertise or special skills are needed.

US Official Agencies.

· US embassies, legations, or consulates.

· Intelligence and security elements of tactical units or other military services in the area.

· Intelligence advisors to host country military forces.

· Special Forces units.

· Military Assistance Advisory Groups.

· Civil Affairs (CA) units or staff sections.

· Psychological operations (PSYOP) elements.

· Provost Marshal, MP Customs, and US Army Criminal Investigation Command (USACIDC) elements.

Host country Liaison Contacts.  Regardless of the status of US elements in the country, liaison personnel must make every effort to establish contact and rapport with host country military and civilian agencies at all appropriate levels.  Liaison may be conducted with national, state, provincial, or lower level agencies.  Other valuable contacts include private organizations or individuals who can provide information, assistance, and introductions.  The Ml LNO should, of
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course, be aware of other US liaison activity in the area and not encroach on established jurisdictions or relationships.

Foreign Organizational Structure.  In many foreign countries, governmental structure and jurisdictions of agencies may be very different from the US.  It would be impossible within the confines of this module to list all the foreign military, civil, and private agencies and organizations that should be contacted.  There are, however, a few general concepts that should be considered.

National level agencies: In many countries, federal agencies may extend much further into local communities than they do in the US.  Federal police, for example, may have jurisdiction for routine law enforcement activities down to the town or village.  Federal police often have intelligence and CI missions in addition to those normally associated with law enforcement and may also function as para-military organizations.  Expect to find other federal law enforcement agencies that are different from those in the US.  Most foreign countries keep much closer track of their citizens than permitted under US law.  There may be agencies where residence, employment, and other personal information is kept on citizens.  There may also be offices where identification cards as well as residence, employment, or travel permits are issued.  There may be a central organization with branches to conduct the various functions or there may be several autonomous agencies.

State, province, city, and local agencies: Additional levels or types of police agencies may be present at the equivalent of state, province, or local levels.  City police frequently have subordinate divisions responsible for specific wards or subwards.  Although liaison may not normally be conducted at the "police substation" level during tactical operations, the personnel in such stations are knowledgeable of any unusual or suspicious activities within their jurisdiction and may even know the bulk of the residents by sight.  Therefore, it is advisable to establish liaison with the local office having jurisdiction in the area of US military installations.  Civilian agencies such as those involved in handling refugees may be able to furnish information on individuals of CI interest.

Allied Forces.  When US forces conduct tactical operations with allied forces, priority must be given to establishing close and continued liaison with the allied intelligence and security agencies.

PART E - COMBAT OPERATIONS

While most liaison will take place in peacetime, MI personnel should be fully prepared to conduct effective liaison in a hostile or combat situation.  The basic principles of liaison remain the same but the urgency of the situation may dictate changes n method or contact with different agencies.  In operations, for example, a Ml LNO may be required to establish a liaison network in a matter of days or even hours.  The key to effective liaison in combat operations is careful planning and preparation before mobilization or deployment.  There are several US military organizations with which you may have little contact in peacetime that will be crucial to combat operations.

Civil Affairs.  CA personnel are responsible for coordinating control of the civilian population in an area of operation.  They will usually have contact with local government officials as well as
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US and allied military commands.  Some services that can be provided by CA are:

· Identification of known or suspected foreign agents, collaborators, or sympathizers.

· Access to local government, military, or police officials.

· Collection, evaluation, and interpretation of statistics on criminal activity that may relate to terrorism, espionage, sabotage, or subversive activities.

Military Police (MP).  Some MP combat operations duties which may be helpful are:

· Rear Area Operations.  MPs may be heavily involved in such operations as convoy movement, traffic and personnel control, and rear area protection.  Their mobility in and around the rear area can prove invaluable.

· Intelligence.  Police intelligence consists of both criminal and operational intelligence.  Criminal intelligence pertains to individual and organized crime activities, while operational intelligence refers to security and other MP activities.  Ml and MP units will frequently develop information of mutual interest which should be shared at the lowest practical level consistent with command policy on coordination.

· Subversion.  Organized crime may have a direct impact on the war effort through such activity as drug trafficking or black marketing directed at US military personnel.

· Sabotage.  MPs and CID are responsible for the investigation of sabotage as a criminal act as well as a coordinated enemy effort.

Psychological Operations (PSYOP): PSYOP personnel obtain information for attitude assessment and analysis.  They also perform target vulnerability analyses from enemy prisoners of war (EPW), detainees, or the local populace.

PART F - PERSONAL CONTACT AND RAPPORT

Establishing liaison requires use of techniques which must be developed.  There are certain techniques you have to develop for interviewing people when there has been no previous contact or introduction.  These same techniques will help you conduct liaison.  Unlike investigations, however, liaison requires continued association over extended periods.  The vast majority of initial contacts will be made when you first assume liaison duties.

Initial contact: There are three methods of establishing the first liaison contact:

· Personal Introduction.

· Letter of Introduction.

· Cold Approach.
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Regardless of how you are introduced, there are certain guidelines for initial contacts:

· The initial meeting should be brief and as informal as possible, consistent with the culture and circumstances.  The conversation should be primarily social, and you should generally avoid requesting assistance during this meeting.  Briefly describe your mission and point out the advantages that source will incur from your visits, and the good relations between your respective organizations or governments.  Keeping the meeting brief precludes interrupting the source's schedule any more than necessary, and allows him time to digest what you have told him.

· When establishing contact with an organization for the first time, it is generally best to begin by meeting the highest-ranking individual in the organization, though he may not be the one who ultimately furnishes information, material, or assistance.  In many cases, the senior officer of an organization or an office may be so involved in administrative duties that he does not have direct knowledge of the information you need.  However, ensuring he is the first person contacted and making periodic calls to him help secure continued access to his working level subordinates.  Besides the obvious courtesy, you avoid giving the impression that his subordinates are going behind his back to help you.  Establishing friendly relations with the primary supervisor also enhances the cooperation you receive from subordinates.  Sometimes, you may discover a supervisor who has reserved the prerogative of providing information himself.

Remember the following points when making your initial contact and in maintaining liaison:

Know the Culture.  What is normal and acceptable behavior in American society could very well be offensive in the host country.  If assigned to liaison duties in a foreign country, check your Personnel and Administration Center, Army Community Service Office or other agencies to get a copy of the DA Pamphlet 360-400 series pocket guides which outline the basics of a host country's culture and language.  The DA Pamphlet 300 series, Area Studies Handbooks, contain detailed studies of a host country's history, religion, weather, politics, and customs.  Local national interpreters and experienced LNOs will also be able to furnish information.  Liaison sources will normally be glad to provide cultural information and you will find such conversations excellent for establishing rapport.

Learn the Language.  It is much easier to deal with your source if you are able to speak his language rather than depend solely on an interpreter or the source's knowledge of English.  Even if you are not fluent, your source will appreciate the effort to learn his language.

Avoid Embarrassing your Source.  A knowledge of the customs and culture goes hand-in-hand with avoiding embarrassment to your source or yourself.  In many cultures, even inadvertently causing embarrassment to a guest may cause "loss of face."

Keep Liaison a Two-Way Street.  This is probably the basic tenet of liaison and simply means that liaison is reciprocal in nature.  Do not always get in touch with your source because you need something, yet have nothing to offer in return.  Visit on occasion when you do not need anything just to maintain rapport.
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Use Tact.  To be successful at liaison, you must be tactful in everything you say and do with your liaison source.  Never promise what you cannot reasonably expect to provide and, if you do offer something, follow through on your promises.

Avoid Involvement with Corruption.  If your source suggests or requests anything that is illegal, break off contact immediately.  However, as suggested above, know the culture.  In some parts of the world, it may be customary to offer or receive a little bribe as a normal part of conducting business.  The LNO must be extremely careful to avoid inadvertently accepting what the source considers a bribe.  There may be occasions when, due to the close personal relationship developed between the LNO and a source, the source wishes to present a personal gift.  If possible, the LNO should diplomatically refuse the gift; but, sometimes it may be necessary to accept it to maintain rapport.  The LNO must be aware that such gifts must be reported in accordance with AR 1-100, and the gift can be kept only if a request is submitted and approved.  The same restrictions apply to the liaison officer's family members.

Do Not Play One Source Against Another.  Trying to gain advantage with a source by telling him about information or assistance received from another source or agency is poor procedure.  Both sources may be lost if, for example, release of that information violated security procedures or aggravated an inter-agency rivalry.  Remember, your sources may also have liaison with one another.

Contact-With Non-US Personnel.  Whatever dealings you have with non-US personnel as part of your liaison duties, you must always remember that the relationship will be different from that with a US person.  There are a number of factors that should be considered when dealing with foreign nationals.

· Loyalty: No matter how friendly or cooperative a source may be, his loyalty will rarely be the US.  In some parts of the world, religious, ethnic, or regional loyalties may take precedence over any to national governments.

· Attitudes: It is important to assess the general attitudes of persons with whom you will be conducting liaison.  In parts of the middle and far east, for example, western culture in general may be viewed as unrefined or corrupt.  The US in particular, may be seen as an imperialist who must be politely tolerated to gain political, economic, or military favors.

· Motivation: Although guide-pro-quo (something for something) governs most liaison activities, sometimes certain individuals will cooperate voluntarily for reasons of their own.  If possible, the reason for cooperation should be ascertained and care should be taken with individuals whose motivations are suspect.

Restrictions On US Information.  Liaison sources, particularly host country officials, will often ask for information that, if given in detail, may be sensitive or even classified.  It is NEVER permissible to give classified information to even the closest of allies without proper approval.  Whenever possible, try to give unclassified, non-sensitive information that will meet the source's requirement.  If the source specifically asks for information that is classified, be diplomatic in your refusal to provide it.  Don't confirm or deny that the information he is seeking may be classified.  Generally, telling the source that you will check to see what, if any, information is available on the subject will be satisfactory for that meeting.  This will give you time to try and
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locate unclassified material or, if the source is eligible to receive certain US classified information, to obtain proper approval.  If you promise to check for information, always recontact the source after an appropriate interval to either provide what is legally available or to apologize for not being able to locate anything.  Specific guidance on the release of classified information to foreign nations is covered in AR 380-5, AR 381-10, and other regulations.

PART G - LIAISON PERSONNEL TRAITS

In establishing a liaison program, personnel selection is of the utmost importance.  Traits that liaison personnel must possess are:

Knowledge of the Customs and Culture.  As discussed earlier, the LNOs' knowledge in these areas is very important.  Lack of knowledge of a country's customs and culture can seriously affect the liaison process.

Language Ability.  Knowledge of the host country's language is desirable.  The prospective LNO must have at least an ability to learn the language.

Tact.  The LNO must be tactful.  He cannot be like the proverbial bull-in-the-china-shop.  The LNO must remember he is considered a representative of the US Government.  In some cases, the source may have never encountered any other US personnel and will consider the LNO as typical.

Mission Knowledge.  The LNO must know the mission of his unit before establishing contact.

Lack of Prejudice.  Avoid looking down on local nationals.  Remember, the LNO is a guest.  If he has any racial or national prejudices, they will be reflected in his attitude.

Willingness.  Possibly the most important trait is a willingness to become involved in liaison.  The duties often call for long hours in unfamiliar surroundings, and, if in a foreign country, learning the customs and culture of the country.

Adaptability.  The LNO may be confronted by situations completely alien to his background.  He must be able to get along with a variety of people by adapting his personality to build rapport with each.

The Ability to Work Alone.  Many Mi assets lack sufficient personnel to allow more than one LNO to go on a contact.  Additionally, if more than one LNO contacts a given source, confusion and working at cross purposes often results.

Retentive-Memory.  Information is frequently furnished verbally under conditions that make note taking impractical.  Sometimes, the information may be voluminous, and a considerable period may pass before notes can be made.  Frequently, sources are reluctant to provide information if written notes are being taken.

Honesty.  The LNO frequently works alone and is entrusted with government funds for operational use.  Intelligence contingency funds are provided under AR 381-141(C) for necessary official use for expenses of a confidential, emergency, or extraordinary nature.  He must resist the temptation to use funds improperly or for his own benefit.
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Reliability.  A source will expect the LNO to provide timely and accurate information and assistance as part of the liaison process.  Releasable information should be double checked for accuracy and all promises made by the LNO should be kept.

Discretion.  It is human nature to try to impress others with information that is not common knowledge.  The LNO must avoid revealing sensitive information he has gained through his duties.

Broad Experience.  Among other things, the LNO must be able to recognize reportable intelligence information when exposed to it even if the information is not part of a specific tasking or requirement.

PART H - INTERPRETERS

Although direct communication with liaison sources is preferable, the chronic shortage of qualified linguists requires the use of interpreters to overcome the language barrier.

The following are problems inherent to the use of interpreters:

· It is more difficult to establish rapport without being able to speak directly to the source.

· Conversations are more time-consuming, normally taking over twice the time required than if the LNO is a skilled linguist.

· Additional security risks arise because the interpreter will become aware of intelligence requirements, sources, methods, and information and may obtain sensitive information during the liaison visit.

Using Experienced Interpreters

Although it may be necessary to recruit interpreters in a new area of operations, established MI units normally have interpreters already assigned.  Frequently, interpreters are assigned to work solely for a specific LNO or are assigned to a section with liaison responsibilities.  If several such interpreters are available, the LNO will normally use the interpreter with whom he can most comfortably work.  In some situations, however, specific interpreters may be accustomed to working with specific agencies and have become acquainted with personnel, mission, and functions of these agencies.  In that case, the LNO should use those interpreters in dealing with the agencies where the interpreter is known and trusted.

Because information is normally exchanged orally and is sometimes extensive, the interpreter can add his memory to that of the LNO in preparing reports.  He may also be able to clarify fine points of information misunderstood or misconstrued by the LNO during the actual liaison contact.

Interpreters Selection
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The availability of interpreters will depend on several factors.  These include: the status of US forces; war or peace conditions; tactical and strategic considerations, and the availability of trained US linguists.  It is preferable to use US military or civilian personnel as interpreters.  In most cases, however, it will be necessary to employ local nationals.

In tactical situations, the host country will sometimes assign native English-speaking active duty military personnel to US units as interpreters.  When using these personnel, the LNO must be aware that their primary loyalty is to their own country and that host country intelligence agencies may bring pressure on them to report on US intelligence activities.

Desired Capabilities

To be effective, an interpreter should possess certain qualities or capabilities:

· Fluency in English.

· Ability to adjust his personality to that of the source and the liaison officer.

· Area Knowledge.

· Reputation.  The interpreter must be honest and free from notoriety among the local inhabitants.

· Discretion.  The interpreter is essentially an extension of the LNO and so his activities may reflect on the LNO's reputation.

Access to Classified or Sensitive Information/Material: It is always possible that a foreign national interpreter may gain access to classified information/material during the course of his duties.  If a probability exists, no matter how slight, the interpreter should be brought under the provisions of the Limited Access Authorization for non-US citizens found in AR 380-67.  This Limited Access Program will provide satisfactory safeguards against the interpreter inadvertently gaining access to classified information, while simultaneously providing a system for periodically assessing the interpreter's loyalty.

Interpreter Use

· Ensure the interpreter understands he is the "right hand" of the LNO and, although very important, must be willing to accept a subordinate role in the actual liaison.  He must permit the LNO to carry out the conversation and receive and evaluate the responses.  The interpreter should use direct translations of the statements made by the principals and avoid such expressions as "He wants to know if you ...  " or "He said to tell you that. . .”
· Select either the alternate method (the LNO speaks and then pauses to permit the interpretation) or simultaneous method (the interpreter speaks right along with the LNO).  The choice has to be made based on the LNO's evaluation of the interpreter's ability and personal characteristics; grammatical similarities between English and the second language; and the source's personality.  Each method has advantages, disadvantages and peculiarities that the LNO must recognize.
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· The LNO should speak directly to the source and maintain eye contact with him to hold his attention (there is a natural tendency to look at whoever is speaking).  He should speak slowly and clearly in simple, direct, and concise English.  Avoid slang or other expressions which may confuse the interpreter.

· Doctrine for using interpreters in interrogations calls for discouraging the interpreter from engaging in conversations of his own.  Liaison, however, presents a different situation.  While the LNO should not allow the interpreter to take charge of the liaison visit, it may sometimes be advantageous t allow him to exploit his rapport with contacts.

PART I - LIAISON REPORTS

A well organized and effective Liaison Program will have its activities documented in the form of files and reports.  All liaison activity, with the exception of recurring contacts of the most informal or routine nature, should be documented.  Remember, liaison is not an end product, it is a means to an end.  To a certain extent, it is possible to judge the effectiveness of any given liaison program by the information and cooperation that is generates.

Information collected during liaison activities must be forwarded to higher levels of command to be of use.  This reporting may take various forms, such as intelligence information reports (lIRs), spot reports, contact reports, or memorandums for record.  The type of information being reported and the local SOP will determine what type of report format to use.  Procedures for preparing these reports are beyond the scope of this lesson.  As stated previously, LNOs in overseas areas are sometimes tasked to collect specific information.  When submitting a report in response to these collection requirements, the LNO will normally cite the requirement being answered to ensure it is provided to the proper requester.  Many times, the LNO will obtain usable information for which he has no specific collection requirement.  In these cases, the information should be forwarded as an initiative report.

Report Types

Information which can be collected from liaison with US agencies, both in CONUS and overseas, is frequently limited by various regulations and US laws.  The majority of this information deals with coordination and mutual assistance.  Frequently, these reports are limited to recording discussions, agreements, decisions, and concurrence or nonconcurrence.  In many cases, a Memorandum for Record is prepared for information to be retained by the originating office.

The amount and types of information that can be maintained on a US person is severely limited.  A US person, as defined in AR 381-10, is "A citizen of the US, an alien lawfully admitted for permanent residence, an unincorporated association organized in the US or substantially composed of US citizens or aliens admitted for permanent residence, or a corporation incorporated in the US."

Restrictions on the collection, retention, and dissemination of information concerning US persons apply both in CONUS and overseas.  Generally, personal information on a US person liaison source may be retained only when it pertains directly to operational matters and was volunteered by the liaison source.
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Information on non-US persons, collected overseas, may be collected, stored, and disseminated with fewer restrictions.  For example, the information that a non-US liaison source is fond of a particular brand of scotch whiskey and has consumed it to excess, would be a permissible and possibly valuable entry.  A similar entry concerning a US person (either in CONUS or overseas) would constitute an unwarranted invasion of privacy and is prohibited.  Permissible entries in both cases would include such information as name, position, contact procedures (for example, by appointment only), and assistance previously rendered.

Similar operational information collected from foreign sources is sometimes submitted via in IIR (DD Form 173); most often in electrical message format.  The IIR is designed to transmit information to the Defense Intelligence agency (DIA), for dissemination by DIA to user agencies and for analysis by DIA personnel.  The IIR is also frequently used to disseminate the information to supported commands.

Oral Briefing.  An oral briefing consists of the LNO briefing his supervisor on the results of a liaison contact.

Memorandum for Record.  This is an informal memorandum on the results of a liaison contact which remains in the local office files.

Spot Report.  Spot reports are used to transmit information concerning incidents of such importance as to warrant immediate dissemination.  They are submitted to the responsible command and, if appropriate, to Headquarters, DA.  Spot reports are normally submitted by the fastest secure means possible, usually by electrical message.  Only rarely will nonsecure means, such as telephones be used.  This is only when the importance of speed outweighs the need for security.  The addressees for spot reports will be specified by local SOP.  Interim spot reports containing initial, fragmentary information may be submitted if developing full information would take more than nominal time.  As further information is developed, further spot reports, amplifying the initial spot report, should be submitted.  Subsequent spot reports should reference the initial report and be sequentially numbered.

Liaison Contact Repot

Unlike those reports used to transmit information obtained during the conduct of liaison, the liaison contact report (LCR) is used to maintain continuity of liaison operations.  LCRs are used in overseas areas to report liaison activities with foreign agencies, organizations, and individuals.  When used, the actual and instructions for completion will be specified by local command SOP.

Liaison Contact Files

As in all intelligence activities, a record of information collected, methods used and results obtained must be maintained in a recoverable form.  At a minimum, a card file on the various organizations and agencies should be maintained.  In overseas areas where LCRs are used, a file or dossier is maintained on each liaison source.  This file will contain all of the LCRs on that particular individual and copies of all reports concerning information he furnished.  If a liaison source is transferred to another LNO's areas of responsibility, the dossier should be sent directly to that LNO.
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Normally, a notice is sent to the headquarters element maintaining the master files so the change can be registered to ensure there is no confusion concerning the source's identity.  If the source's new assignment is unknown, the file is sent to the same headquarters element where it is retained until requested or contact is reestablished with the source.  Because the source may return to the area on a future assignment, the information on the liaison cards is placed in an inactive file and retained for possible future reference.
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LESSON 5

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows.  If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
When seeking information from a liaison source that you know is under the jurisdiction of another liaison officer (LNO), what should you do?


A.
Notify the LNO after you have made contact.


B.
Try to get the information from another source.


C.
Make contact without telling the LNO.


D.
Coordinate with the LNO before making contact.

2.
When developing priorities for a liaison program, what factors should they be based on?


A.
Previous structure and doctrine.


B.
Command and control.


C.
Requirements and capabilities.


D.
Agency size and composition.

3.
What are the methods of establishing an initial liaison contact?


A.
Cold approach.


B.
Letter of introduction.


C.
Personal introduction.


D.
All of the above.
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LESSON 5

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
D.  Coordinate with the LNO before making contact.  Page 5-2.

2.
C.  Requirements and liaison capabilities.  Page 5-2.

3.
D.  All of the above.  Page 5-7.

IT 0431
5-18

LESSON 6

RECOMMEND FORCE PROTECTION COUNTERMEASURES

Critical Tasks: 301-372-2400

301-372-2401

301-372-2402

301-372-2403

301-372-2404

301-372-2405

301-372-2406

301-372-2407

301-372-2408

301-372-3400

301-372-3401

301-372-3402

301-372-3403
OVERVIEW

LESSON DESCRIPTION:

In this lesson you will learn how the Counterintelligence Analysis Section (CIAS) supports the commander's Force Protection program.

TERMINAL LEARNING OBJECTIVE:

TASKS:
Supervise the Multidiscipline Counterintelligence (MDCI) analysis process of the CIAS to include recommending and evaluating force protection countermeasures.

CONDITIONS:
You will be given narrative information and illustrations from applicable field manuals and army regulations.

STANDARDS:
The MDCI analytical process will be conducted in accordance with FM 34-7, FM 34-8 and FM 34-60.

REFERENCES:
The material contained in this lesson was derived from the following publications:

AR 530-1

FM 34-7

FM 34-8

FM 34-60
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INTRODUCTION
FM 34-8 states that Force Protection identifies those friendly force elements most important to the threat and those most vulnerable to detection and attack.  Force protection also limits the threat's opportunities to engage friendly forces, and enables the commander to achieve maximum surprise on the battlefield.  Force protection is a difficult task to perform in any battlefield environment.  The Counterintelligence Analysis Section (CIAS) plays a significant role in supporting the commander's force protection programs.  As chief of the CIAS, you will be responsible for a variety of functions to include:

· Determining and analyzing the threat posed by a Foreign Intelligence Service (FIS) and associated intelligence battlefield operating systems (BOS).

· Assisting in evaluating the risk posed to friendly BOS.

· Recommending force protection countermeasures.

· Assisting in evaluating the effectiveness of force protection countermeasures.

This lesson will provide you with the information necessary to supervise the CIAS and direct the MDCI analytical process in support of force protection programs.

PART A - COUNTERINTELLIGENCE ANALYSIS SECTION

The CIAS is under the staff supervision of the Assistant Chief of Staff G2 and is found in the following organizations:

· The Analysis and Control Element (ACE).

· Corps Tactical Operations Center Support Element (CTOCSE) at corps level.

· Division Tactical Operations Center Support Element (DTOCSE) at division level.

An all-source mix of specialists is assigned to the CIAS in an effort to integrate the expertise necessary to produce the MDCI products required by the supported commander.  CIAS products are critical to the functions of the G3 Operations Security (OPSEC) staff element, deception cell, and the rear area intelligence and operations cells.

Mission and Function.  The mission of the CIAS is a diverse MDCI analytical effort that performs the following functions:

· Analyzes the multidiscipline intelligence collection threat targeted against friendly forces.

· Assesses FIS and intelligence BOS threat vulnerabilities and susceptibilities to friendly deception efforts.

· Supports friendly vulnerability assessment.
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· Assists the G3 OPSEC staff element in developing, recommending, and evaluating force protection countermeasures.

· Supports rear area operations by identifying intelligence collection threats targeted against rear area units and installations.

· Analyzes Level I (enemy agents or guerrilla operations) and Level II (diversionary and sabotage operations) threats to friendly operations.

· Develops and maintains a comprehensive and current MDCI database.

· Tasks friendly intelligence collection resources through the ACE.

· Prepares single-discipline and collective MDCI analytical products.

Coordination and Interface.  In order to conduct MDCI analysis, the CIAS needs to coordinate and interface with a variety of staff and operational elements.  Some examples include:

All Source Intelligence Section (ASIS).  Coordinates the use of Intelligence Preparation of the Battlefield (IPB) products and templates.  Coordinates the integration of MDCI information requirements into priority intelligence requirements (PIR) and information requirements (IR).  Interfaces to access data base, exchange and integrate information.

Analysis and Control Element (ACE).  The ACE integrates the missions, functions, and resources of the former technical control and analysis element (TCAE) and TOC support element (TOCSE) at corps, division, separate brigade, and ACR.  At theater Army, the ACE replaces the Echelons Above Corps Intelligence Center (EACIC) and the TCAE.  As the analysis and control team (ACT), it replaces the IEW support element (IEWSE) and improves support at the divisional maneuver brigade.  The ACE centralizes analysis and collection management in one organization under the operational control (OPCON) of the G2 (S2).  The formation of the ACE goes beyond consolidation or collocation.  The ACE provides balance to all-source analysis products and synergy to the execution of CI, human intelligence (HUMINT), IMINT, and SIGINT operations.

OPSEC Staff Element.  Coordinates in developing, recommending, and evaluating force protection countermeasures.  Interfaces to obtain essential elements of friendly information (EEFI) to conduct friendly vulnerability assessments.

Deception Cell.  Coordinates in the development of friendly deception plans and operations.  Interfaces to provide an assessment of FIS and intelligence BOS threat vulnerabilities and susceptibilities to friendly deception efforts.

Rear Intelligence and Operations Cells.  Provides initial Rear area IPB products and analytical support on level I and level II threats to rear area operations.  Exchanges information and ensures that rear area threat activities are being reported..
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Dissemination.  The CIAS develops and disseminates collective MDCI analytical products.  These products support subordinate element force protection programs to include OPSEC, deception and rear area security.  Some examples include:

· Rear Area IPB products and templates.

· MDCI Threat and vulnerability Assessments.

· MDCI Graphic Summaries.

· MDCI Estimates.

· MDCI Annex and Appendices.

· MDCI Situational Overlays.

PART B - MDCI ANALYSIS

The MDCI analysis process follows the pattern of the four-step counter-signals Intelligence (C-SIGINT) process contained in Appendix A, FM 34-60.  It has been expanded to include the application of counter-Human Intelligence (C-HUMINT) and counter-Imagery Intelligence (C-IMINT).  The MDCI analytical process analyzes the threat posed by a Foreign Intelligence Service (FIS) and associated intelligence battlefield operating systems (BOS).  The current emphasis in on the HUMINT, IMINT, and SIGINT threats.  Additionally, MDCI analysis is directed towards the Level I and Level II threats posed to friendly operations with primary emphasis on rear area protection.  The MDCI analysis process is a five-step process which include --

· Database.

· Threat Assessment.

· Vulnerability Assessment.

· Countermeasures Options Development.

· Countermeasures Evaluation.

DATABASE.  The MDCI analyst must establish a complete and accurate database before the C-SIGINT process can begin.  Section I details the creation of the database necessary to support C-SIGINT.  With an effective database, the analyst streamlines the entire five-step C-SIGINT process.  The C-SIGINT portion of the CI database, hereafter referred to as the C-SIGINT database, organizes C-E information.  The MDCI analyst implements the C-SIGINT database by automated procedures for ease in manipulating and maintaining information.  He organizes the database to limit duplication of data and to assure the accuracy, quality, completeness, and integrity of the data.
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a.
The MDCI analyst develops the database during the planning phase of an operation, before deployments begin.  He conducts electronic preparation of the battlefield (EPB) for the command's Al.  EPB is the systematic approach to determine, through SIGINT and electronic warfare support (ES), the echelons and disposition of the threat through the electromagnetic structure of the target.  The MDCI analyst employs a five-step process in EPB


(1)
Identification of expected electronic signatures.


(2)
Evaluation of the current electronic environment.


(3)
Comparison of expected situation with current situation.


(4)
Preparation of SIGINT/EW templates.


(5)
Integration for SIGINT/EW templates with all-source intelligence.


b.
For C-SIGINT purposes, the MDCI analyst employs EPB to identify echelons and disposition of friendly forces through the electromagnetic structure.  The purpose of EPB in C-SIGINT analysis is to build the database in order to determine and analyze vulnerabilities to threat SIGINT and to reduce or eliminate those vulnerabilities.  To perform EPB, MDCI analysts must determine friendly communications and noncommunications signatures which may be vulnerable to threat collection or EA.  Upon deployment, MDCI analysts continuously update the database with information which could influence the development of countermeasures.


c.
The MDCI analyst compiles the data for each step in the C-SIGINT process.  Sources of the data include-


(1)
Current messages, reports, plans, and orders.


(2)
Interviews specific to a command.


(3)
Army regulations and technical manuals.


(4)
Reviews of tables of distribution and allowances (TDA) and tables of organization and equipment (TOEs).


d.
No matter what storage means are used, the MDCI analyst organizes, manipulates, and maintains the data for immediate and subsequent use and review.  Since the data are not useful without modification for analysis, the formats supporting analytic techniques, methods, and measurement are essential.  Like the data, the formats must be easily accessible and complete. The database includes analytic support templates, maps, and formats.

THREAT ASSESSMENT.  Threat assessment is the key in planning C-SIGINT operations.  The subsequent steps are necessary only when a defined threat exists.  The threat assessment is a continuous process that starts during the staff planning phase and does not end until the mission is completed.  It is performed during peacetime, transition to conflict or war, and during hostilities or war.  MDCI threat assessment is an integral part of the IPB process of threat evaluation.  The 
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objective of threat assessment is to determine FIS technical and operational capabilities and intentions to detect, exploit, impair, or subvert friendly plans and operations.  This objective is also applicable to Level I and Level 11 threat operations.  During this step, the MDCI analyst needs to become the commander's expert on how and with what systems the threat sees friendly forces and agencies.  Facts and assumptions concerning the threat must be clearly understood relative to Who, What, When, Where, why, and How.

There are six tasks accomplished during threat assessment.  These tasks include --

· Identify Threat systems in the Geographic Area of Responsibility.

· Prepare Information Requirements.

· Analyze Threat Indicators and Data.

· Predict Probable Threat Activities.

· Confirm the Threat.

· Produce Output.  NOTE: The final MDCI threat assessment is produced as a separate document or integrated into other MDCI analytical products.  Based on mission requirements it can also be presented as a briefing.

The Vulnerability Assessment.  Determines the centers of gravity and critical operational nodes of the friendly operation.  It identifies the specific areas where the threat can be most damaging to friendly forces.  The vulnerability assessment examines friendly technical and operational characteristics; collects and analyzes data to identify vulnerabilities; and evaluates vulnerabilities in the context of the assessed threat.  During this step, doctrinal templates of friendly force critical nodes are developed.  The templates are prepared to support the commander's concept of operations and for each course of action (COA) identified in the operations plan (OPLAN) or operations order (OPORD).  The templates portray the physical and electronic characteristics of friendly force critical nodes.  The CIAS, in concert with G3 counterparts, needs to become experts on how friendly forces look to the threat.  The goal is to ensure that friendly profiles remain obscure and ambiguous.

There are ten tasks accomplished during vulnerability assessment.  These tasks include --

· Compile Friendly Communications-Electronics (C-E) Characteristics.

· Determine friendly Force Profiles.

· Identify Susceptibilities.

· Obtain Commander's Operational Objectives and Guidance.
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· Determine Friendly COAs.

· Determine Indicators of Friendly COAs.

· Review and Validate Threat Assessment Data.

· Identify Vulnerabilities.

· Rank Vulnerabilities.

· Produce Output.  NOTE: The final MDCI vulnerability assessment is produced as a separate document or integrated into other MDCI analytical products.  It can also be presented as a briefing.

COUNTERMEASURES OPTION DEVELOPMENT.  During countermeasures development, communications-electronics (C-E), physical and human vulnerabilities are reviewed.  Specific options for controlling, eliminating, or exploiting these vulnerabilities, are identified, analyzed, prioritized, and recommended.  These options equate to force protection countermeasures.  These countermeasures are required to prevent or degrade FIS or Level I and Level II threat exploitation of friendly force vulnerabilities.  The CIAS needs to collect and analyze friendly force data to determine and recommend possible force protection countermeasures.  The intent is to develop counter HUMINT, IMINT, and SIGINT options for each friendly COA.  The options must have the capability of countering FIS collection capabilities.

A potential adversary conducts overlapping and redundant collection operations.  Consequently, in order for OPSEC measures or deception operations to be successful recommended countermeasures must be both offensive and defensive in nature.  The intent is to exploit, neutralize, or eliminate an adversary's intelligence collection assets in order to allow friendly forces to achieve maximum surprise on the modern battlefield.

There are four tasks accomplished during countermeasures option development.  These tasks include --

· Identify Countermeasures Options.

· Analyze Relative Benefit.

· Assess Risk.

· Compare Benefit to Risk.

· Develop Prioritized List of Countermeasures Options.
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· Produce Output From Countermeasures Options Development.  NOTE: Output consists of a prioritized list of recommended countermeasure options.  This list is provided to the G3 OPSEC staff element.  Upon wargamming and command approval, force protection countermeasures are integrated into OPSEC and deception plans.

COUNTER MEASURES EVALUATION.  Countermeasures evaluation determines how well the applied force protection countermeasures worked and their impact on operations.  Lessons learned provide feedback to the commander and serve as information for other commands considering similar countermeasures options.  Countermeasures evaluation is the review, analysis, and evaluation of applied countermeasures to determine if the measures actually achieved the expected results.  The commander and other staff sections play a significant part in this evaluation process.  In order for the evaluation to be effective several factors need to be considered to include any change in commander's intent, EEFI, or COAs.  Additional factors include changes in threat operations and recommended verses actual countermeasures applied. 
There are ten tasks accomplished during countermeasures evaluation.  These tasks include--

· Validate Commander's Guidance.

· Summarize Concept of Operations.

· Determine Actual Countermeasures Implementation.

· Compare Preferred and Actual Countermeasures Implementation.

· Review and Validate Current Threat.

· identify Changes in Threat Operations.

· Review Expected C-E Profiles.

· Determine Actual C-E Profiles.

· Compare expected and Actual C-E Profiles.

· Evaluate Effectiveness.

· Produce Output From Countermeasures Evaluation.  NOTE: Output may consists of reports, briefings, or messages.  Many of the matrices, charts, diagrams, and forms used as working aids in MDCI analysis can be attached as summary statements.  In support of an OPSEC survey, the suggested format in AR 530-1 should be used.  Regardless of the format used, the intent of the evaluation is to assist the command in --

- Modifying countermeasures.

- Developing countermeasures.
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- Analyzing training.

- Reviewing lessons learned.
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LESSON 6

PRACTICE EXERCISE

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you complete the exercise, check your answer with the answer key that follows, If you answer any item incorrectly, study that part of the lesson which contains the portion involved.

1.
What staff section develops essential elements of Friendly Information (EEFI)?


A.
All Source Production Section.


B.
Operations Security Staff Element.


C.
Collection Management & Dissemination.


D.
Rear Area Operations Cell.

2.
What step of the MDCI analytical process describes determining the centers of gravity and critical operational nodes of friendly operations?


A.
Threat Assessment.


B.
Area Evaluation.


C.
Countermeasures Evaluation.


D.
Vulnerability Assessment.

3.
During what step in the MDCI analytical process is the summarization of the concept of friendly operations performed?


A.
Threat Assessment.


B.
Area Evaluation.


C.
Countermeasures Evaluation.


D.
Vulnerability Assessment.
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LESSON 6

PRACTICE EXERCISE

ANSWER KEY AND FEEDBACK

Item
Correct Answer and Feedback
1.
B.
Operations Security Staff Element.  Page 6-3.

2.
D.
Vulnerability Assessment.  Page 6-6.

3.
C.
Countermeasures Evaluation.  Page 6-7.
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